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Abstract. Cybersecurity education is increasingly influenced by evolv-
ing socio-technical risks and regulatory requirements imposed by the
European Union. In particular, the Network and Information Security
Directive (NIS2), the Critical Entities Resilience Directive (CER), and
the Digital Operational Resilience Act (DORA) require management ac-
countability, incident reporting, resilience testing, and systematic risk
management, which cannot be addressed by tool-centred curricula alone.
This paper reframes cybersecurity education as an integration of tech-
nical, organisational, and regulatory competencies and presents a case
study of the Google Cybersecurity Seminars (GCS) programme at the
Warsaw University of Technology (WUT). Delivered across three facul-
ties in 2024-2026, the programme combines a 135-hour curriculum with
peer-led outreach in schools. In the first project year, 271 students en-
rolled, 137 completed the full track, and 73 received specialist certifi-
cates. A computer-assisted web interview (CAWI) survey conducted in
February 2026 (n=40) indicates strong self-reported gains in knowledge,
confidence in teaching others, and online behaviour. The case study sug-
gests that regulatory-driven integration can support both professional
readiness and community impact.
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1 Introduction

Cybersecurity (network and information systems security) refers to the resilience
of digital systems against threats that compromise confidentiality, integrity, and
availability [18]. The rapid growth of cloud services, IoT/IIoT and platform-
based work has expanded the attack surface and increased the socio-technical
character of incidents. Economic impact estimates illustrate the scale: global
cybercrime losses are projected to exceed $10 trillion per year in the mid-2020s
and continue rising [1].

In the European Union, this escalation is matched by a regulatory shift from
“best-effort” security towards auditable, risk-based resilience. The NIS frame-
work [2] and, more recently, NIS2 [3] extend requirements across sectors and
introduce clearer obligations for governance, incident reporting, and security
testing. Complementary instruments reinforce these expectations: the Digital
Operational Resilience Act (DORA) mandates operational resilience manage-
ment and testing in the financial sector [16], while the Critical Entities Resilience
(CER) directive emphasizes continuity and exercises for essential services [17].
These instruments collectively elevate management accountability, structured
risk treatment, supplier assurance, and evidence-based reporting.

This creates an educational challenge. Tool-centred curricula (focused on con-
figuration, scripting, or penetration testing alone) are not sufficient to meet the
competency profile implied by EU obligations: graduates must be able to trans-
late regulatory requirements into organisational controls, implement and validate
technical safeguards, and communicate evidence to decision-makers and author-
ities. At the same time, universities face scaling constraints (limited teaching
capacity) and a societal need to raise cyber hygiene beyond specialist groups.

This paper reframes cybersecurity education as an integration of three com-
petence domains—technical, organisational, and regulatory—and reports a case
study of implementing that approach through the Google Cybersecurity Semi-
nars (GCS) programme at the Warsaw University of Technology (WUT). Our
contributions are:

— a concise mapping from EU resilience obligations (NIS2/CER/DORA) to
learning outcomes across the three domains;

— an implementation blueprint for an interdisciplinary, 135-hour programme
delivered across three faculties, including a scalable peer-led outreach com-
ponent;

— preliminary evaluation evidence (CAWI survey, n=40) on learning, career
intentions, and behavioural change.

The remainder of the paper reviews the state of the art in cybersecurity edu-
cation and governance-oriented training (Sect. 2), formalises the interdisciplinary
technical-organisational-regulatory framing (Sect. 3), details the programme de-
sign and delivery model (Sect. 4), describes the case-study evaluation method
(Sect. 5), reports outcomes (Sect. 6), and discusses implications and limitations
with replication guidance (Sect. 7).
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2 Related Works

Cybersecurity education research increasingly treats upskilling as a continuous
process rather than a one-time qualification, especially in computational sci-
ence and research-support contexts. Systematic reviews show high variance in
outcomes across training methods and emphasise modular, competency-based
designs that can be tailored to roles and constraints [4]. Surveys of curricu-
lum activities similarly report that effective programmes combine structured
exercises, realistic case studies, and broader curriculum integration, but struggle
with the socio-technical nature of security where technical content interacts with
organisational routines and human behaviour [5].

A second stream stresses governance and law as first-class educational targets.
Socio-technical cyber resilience frameworks argue that risk reduction depends
on organisational structures, responsibility allocation, and decision-making pro-
cesses rather than tools alone [6]. In parallel, board-level cybersecurity gover-
nance research highlights the need to teach oversight mechanisms, reporting,
and accountability as part of professional readiness [39, 40]. These insights align
with EU policy that links resilience to measurable management practices.

Evidence-based awareness programmes aim to change behaviour, not only in-
crease knowledge. Studies grounded in behavioural theory and multi-level evalu-
ation (e.g., Kirkpatrick-style models) show that carefully designed interventions
can influence intended behaviour, while measurement beyond short-term feed-
back remains challenging [8]. University-focused studies consistently find uneven
baseline awareness and recommend structured, evaluated interventions rather
than ad-hoc sessions [9].

A practical barrier is scale. Active learning strategies in computing education
typically improve engagement and learning outcomes [10]. Peer-led instruction
can scale delivery, but requires standardised materials, supervision, and quality
assurance to avoid uneven outcomes [11]. Finally, hands-on laboratories and
cyber ranges are widely considered essential; systematic reviews and experience
reports highlight trade-offs between realism, maintenance effort, and learning
objectives, with scenario-based labs often providing a practical balance [12-14].

2.1 Regulation- and evidence-oriented training

Recent work increasingly frames cybersecurity education around demonstrable
governance practices and evidence generation. Standards-based approaches (e.g.,
ISO/IEC 27001-style ISMS) provide a pragmatic scaffold that links technical
controls to policies, continuous improvement, and audit artefacts [19, 20]. Gov-
ernance and oversight research similarly argues that graduates should be able
to translate technical findings into decision-ready reporting and metrics, rather
than treating compliance checklists as a substitute for risk reasoning [39,41, 42].
In the EU context, DORA further reinforces resilience testing and structured
operational risk management as educationally relevant competencies [16, 37].
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2.2 Security culture and scalable outreach

Security culture models describe resilience as a function of everyday behaviours
and people-risk management, implying that education should explicitly target
habits and communication [46-48|. For resource-constrained actors (small and
medium-sized enterprises (SMEs) and civic organisations), lightweight risk anal-
ysis and minimal control baselines can be particularly impactful [45, 49]. Scalable
delivery therefore benefits from supervised peer-led instruction [11] and curated
e-learning resources that sustain engagement beyond single events [50].

Across these strands, a gap remains: relatively few case studies document
how to operationalise regulatory-driven integration of technical, organisational
and legal competencies in a scalable university setting while also generating
community impact. The GCS implementation at WUT is designed to address
this gap.

3 Interdisciplinary approach

EU policy explicitly links cybersecurity resilience to education and workforce
development. The EU Cybersecurity Strategy for the Digital Decade frames ed-
ucation as a pillar for resilience and highlights a persistent shortage of qualified
specialists [15]. NIS2 requires Member States to promote cybersecurity educa-
tion and training and strengthens expectations for structured risk management,
incident handling, and testing [3]. DORA reinforces an “all levels” approach to
ICT risk awareness and mandates resilience testing and role-appropriate training
[16], while CER emphasises continuity planning and exercises for critical entities
[17].

From an educational perspective, these instruments imply an integrated com-
petency model:

1. Technical competencies (security engineering and validation): architec-
ture and configuration of secure systems, threat modelling, vulnerability
management, penetration testing, and evidence generation via testing and
monitoring (e.g., OWASP-aligned web security testing [29] and Adversarial
Tactics, Techniques, and Common Knowledge (MITRE ATT&CK)-informed
adversary simulation [32]).

2. Organisational competencies (governance and risk operations): account-
ability, roles and segregation of duties, risk treatment planning, business
impact analysis (BIA), crisis management, and measurable by key perfor-
mance indicators (KPIs/KRIs) that connect controls to business objectives
[41,42].

3. Regulatory competencies (compliance and accountability): interpreta-
tion of obligations (reporting timelines, evidence requirements, outsourcing
and supplier assurance, lawful information sharing), including interactions
with GDPR/PSD2 and platform regulation (DSA) in operational decision-
making [33, 34, 36].
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Table 1. Examples of translating EU resilience obligations into teachable artefacts
and outcomes (based on NIS2 [3], DORA [16] and CER [17]).

Driver Typical obligation / evidence Primary Example student
competence artefact (GCS)
NIS2 Risk analysis, policies, control Org + Tech Risk register; control test
effectiveness assessment plan; evidence report
NIS2 Incident handling and reporting Reg + Org Incident-report template;
workflow, evidence log decision tree; evidence
checklist
DORA Resilience testing and learning Tech Scenario-based test report;
from test outcomes EDR/attack-simulation
debrief
DORA Outsourcing responsibility and ICT Reg + Org Third-party assurance
supplier assurance matrix (contracts, audits,
minimum controls)
CER Continuity preparedness and Org Business impact analysis
exercises for essential services (BIA) sketch; RTO/RPO
targets; tabletop exercise
script
GDPR/DSA Lawful information sharing and Reg Case analysis: what can be
interplay online-risk response shared, when, and with
whom

3.1 From regulatory obligations to teachable competencies

To make the triad actionable in course design, we map representative obligations
from NIS2/CER/DORA to the kinds of evidence an organisation must be able
to produce, and then to teachable student artefacts. Table 1 summarises this
translation layer. The intention is not to provide a legal interpretation, but to
show how regulation can be operationalised as curriculum requirements that
students can practise end-to-end.

Crucially, the three domains must be taught as a system. Regulatory require-
ments motivate organisational policies and procedures; these, in turn, constrain
technical design and define what must be tested and evidenced. Conversely,
technical realities (attack paths, control effectiveness) inform risk decisions and
compliance prioritisation. Therefore, the learning outcomes of an effective pro-
gramme should include the ability to: (i) translate requirements into an action-
able control set (e.g., ISMS scope, policies, and controls), (ii) implement and
validate controls in realistic scenarios, and (iii) communicate findings to both
technical and managerial stakeholders in a form suitable for audits and incident
reporting.

The GCS programme at WUT operationalises this integration by embedding
ISO/IEC 27001-style ISMS thinking into technical laboratories, pairing it with
governance and compliance modules, and extending learning through peer-led
outreach that reinforces communication and “teach-back” competencies.
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4 A modified cybersecurity teaching program according
to the requirements of the Google Cybersecurity
Seminars project

Google Cybersecurity Seminars (GCS) is a grant-funded programme (2024-2026)
aimed at educating future cybersecurity leaders and, in parallel, improving cy-
ber hygiene in local communities through peer-led school workshops. At WUT,
the programme is delivered across three faculties (Administration and Social
Sciences, Mechanical and Industrial Engineering, and Management) to ensure
interdisciplinary exposure.

4.1 Programme structure and delivery model

Each participant completes a 135-hour learning path (75 hours of structured
classes and 60 hours of guided self-study).

At WUT, the contact teaching was embedded into degree programmes by
revising five existing course syllabi and creating one new course module (“Cy-
bersecurity 2”) in the Faculty of Mechanical and Industrial Engineering. This al-
lowed the programme to scale without adding a standalone semester course while
preserving assessment and quality assurance within established study structures.

Table 2 summarises the programme workload and delivery components. The
advanced track extends the core path with additional CyberLab seminars and su-
pervised outreach activities. The curriculum is organised into three coordinated
blocks— Technical, Legal/Regulatory, and Organisational—and is supported by
three enabling components available to all participants:

— Cybersecurity Laboratory (CyberLab): a controlled environment for
hands-on exercises, adversary simulation, and security monitoring;

— Cybersecurity Clinic: seminars, expert sessions, and exposure to current
research /practice through visits and conferences;

— E-learning platform (CyberKlinikaEdu): modular materials for rein-
forcement, self-paced learning, and community-facing content.

Completion is formally recognised with a Cybersecurity Specialist certificate,
and an advanced track requires additional laboratories and community-teaching
activities.

Pedagogically, the programme combines active learning (labs and scenario
work) with a structured peer-led outreach model. The outreach component is not
treated as “extra”: it is a deliberate mechanism to (i) scale awareness activities
and (ii) improve students’ communication, risk framing, and behavioural-change
messaging—capabilities shown to be critical for effective security training and
peer-led delivery [10, 11].

4.2 Technical block: ISMS-informed engineering and testing

The technical block is anchored in a systemic approach inspired by ISO/IEC
27001 (ISMS requirements) [19] and is complemented by established testing guid-
ance and methodologies (e.g., NIST-style security testing and Open Worldwide
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Table 2. Workload and delivery components of the GCS programme at WUT. The
core workload is 135 hours per participant (75 contact hours + 60 guided self-study).

Component Hours Form / examples

Core contact teaching (integrated into 75 Lectures, exercises and labs across the

revised syllabi) three blocks (technical, legal/regulatory,
organisational)

Technical track (security engineering 60 20h lectures + 20h exercises (ISMS

and testing) artefacts) + 20h labs (hardening,
OWASP testing, reporting)

Interdisciplinary seminars (regulatory 15 Governance, reporting, continuity,

+ organisational) compliance-to-control translation

Guided self-study 60 E-learning modules, readings,

mini-assignments, reflection tasks

Advanced track (optional) - 8 CyberLab seminars, (Endpoint
detection and response scenarios), school
workshops, non-governmental
organisation (NGO) manuals

Application Security Project (OWASP) web application testing) [29]. The goal
is not only to teach tools, but to connect technical controls to risk treatment
decisions and auditable evidence.

Core topics include security models, threat analysis, OS and network security,
access control, applied cryptography, secure coding, security measurement, and
audit-oriented testing. Practical work is split between:

— ISMS artefacts (design-thinking exercises): drafting policies and pro-
cedures that are later “executed” in labs (e.g., access control, information
transfer, mobile device use, vulnerability management, cryptographic key
management, backup and malware protection).

— Hands-on laboratories: configuration and verification tasks (permissions
and hardening across OS families), IoT/IIoT reconnaissance and asset visi-
bility, certificate inspection and basic public key infrastructure (PKI) valida-
tion, steganography demonstrations, OWASP-aligned web application test-
ing [29], and static analysis of small codebases with report writing.

CyberLab provides the infrastructure required for realistic exercises: a ded-
icated server environment, network devices, and unified threat management/
intrusion detection and prevention system (UTM/IDPS)-class equipment. The
advanced track adds adversary simulation and detection/response practice using
endpoint detection and response (EDR) software [30] and scenario-driven ad-
vanced persistent threat (APT) -style techniques mapped to MITRE ATT&CK
[32]. This design follows evidence that scenario-based labs provide a strong re-
alism /effort trade-off compared to full cyber ranges [12,13].

4.3 Legal and regulatory block: from obligations to controls

The regulatory block operationalises the idea that many technical measures are
triggered or shaped by legal requirements. For example, multi-factor authenti-
cation adoption in parts of industry has been accelerated by sectoral regulation
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(e.g., PSD2) [33], while GDPR~driven obligations influence both technical safe-
guards and organisational documentation [34]. Within the programme, students
work with a curated set of EU instruments relevant to resilience and online risk:
NIS2 [3], DORA [16], CER [17], and the Digital Services Act (DSA) [36]. The
emphasis is on application rather than memorisation.

Students complete practical tasks such as:

— building a compliance-to-control mapping (“requirements matrix”) for a hy-
pothetical organisation, including incident reporting workflows and evidence
collection;

— analysing outsourcing/supply-chain responsibility and translating it into third-
party assurance requirements (contracts, audits, and minimum control ex-
pectations);

— designing information-sharing and escalation procedures that respect data
protection and liability constraints.

This block aims to produce graduates who can explain why a control is needed,
how it should be evidenced, and what must be reported when incidents occur.

4.4 Organisational block: governance, risk, and resilience operations

The organisational block addresses the management-accountability logic em-
bedded in NIS2/CER/DORA. Students learn to design governance mechanisms
(roles, responsibilities, segregation of duties) and connect them to risk opera-
tions. Topics include corporate governance for cybersecurity [39], oversight pat-
terns such as the three-lines model [41], and practical metrics (KPIs/KRIs)
for reporting [42]. Operational resilience content covers risk assessment, ba-
sic business impact analysis, continuity planning concepts recovery time objec-
tive/recovery point objective (RTO/RPO), and crisis communication exercises
consistent with regulatory expectations for preparedness and stakeholder com-
munication.

4.5 Community outreach and societal impact

A distinctive element of GCS is peer-led outreach: students deliver workshops in
primary and secondary schools and develop materials for NGOs. This component
supports the broader objective of building cyber hygiene beyond specialist groups
and reinforces students’ ability to communicate risks and protective behaviours
clearly. The programme design deliberately uses supervised, shared materials and
structured sessions to maintain quality, in line with evidence on the conditions
under which peer-led models succeed [11].

5 Research design and evaluation method

We report the WUT implementation as a descriptive case study focused on feasi-
bility and early outcome signals. Evidence combines administrative programme
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data (enrolment and completion) with an exploratory CAWI survey [51] con-
ducted between February 12 and 18, 2026 (MS Forms). Responses were obtained
from 40 participants (31 students and 9 teachers). Accordingly, the survey is in-
terpreted as an exploratory programme-level signal rather than a homogeneous
student-only outcome measure. The questionnaire contained 30 items covering
respondent profile, pre/post perceptions of cybersecurity, and perceived social
impact, with a small number of open-ended questions on implemented prac-
tices and perceived value. Results are reported descriptively (proportions) and
complemented with thematic highlights from open responses. Participation was
voluntary and anonymous; Section 7 discusses threats to validity and next eval-
uation steps.

6 Results

WUT students participated in the GCS programme and submitted the required
declarations of participation. In the first project year, 137 students completed
the educational track in accordance with Google requirements. In addition, 73
students completed an advanced track: eight CyberLab seminars (EDR/attack
simulation), participation in workshops delivered in schools, and preparation
of exercise manuals for NGOs. After meeting these requirements, 73 students
received Cybersecurity Specialist certificates.

We conducted a preliminary, exploratory evaluation between February 12
and 18, 2026 (n = 40) using a CAWI questionnaire [51] (MS Forms) combining
closed- and open-ended items. Respondents included 31 students (77.5%) and
9 teachers (22.5%). Baseline self-assessed knowledge varied (mean 2.8/5), with
teachers reporting higher initial levels.

The survey also captured perceived training quality and demand for contin-
ued learning. A large majority (82.5%) expressed a need for further cybersecurity
education. Teaching quality indicators were positive: 87.5% rated the content as
useful or extremely useful, 76.9% rated instructor preparation as positive, and
90% judged the difficulty level as appropriate. Engagement was also encouraging,
with 62.5% describing the classes as clearly engaging.

Key quantitative signals are summarised below and illustrated in Fig. 1 and
Fig. 2.

After the course, 85% reported a “clear” or “very high” increase in knowledge,
97.4% reported increased confidence in teaching others, and 61.5% reported a
clear/very high increase in readiness to use skills professionally. A strong be-
havioural signal was observed: 92.5% declared changes in online behaviour (in-
cluding 20% “radical” change). Figure 1 summarises the learning and behavioural
outcomes.

The course also influenced career intentions. Before participation, only one
respondent reported applying for positions requiring cyber skills, whereas after
the course 57.5% declared an intention to apply. This shift should be interpreted
cautiously, as it reflects self-reported intentions rather than observed career out-
comes. In the subgroup planning to apply (n = 23), 78.3% rated the course
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(a) Declared knowledge increase. (b) Declared change in online behavior.

Fig. 1. Self-reported learning and behavioral outcomes after course completion (n =
40).

as clearly/very highly influential. Perceived usefulness was high: 87.5% found
the content useful or extremely useful. Additionally, 10% declared an intention
to start a business requiring cybersecurity competencies; respondents in this
subgroup consistently rated the programme as a significant or very highly sig-
nificant influence on that decision. Figure 2 presents the career-intention shift
and perceived usefulness.

Intention to Apply for Cyber Jobs (n=40) 100 Perceived Usefulness of the Course (%)
23

87.5

N
5}

=
G

Percentage

Number of Respondents
=
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e
(e
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e

(a) Intention to apply for cyber jobs. (b) Perceived usefulness of the course.

Fig. 2. Career intention and perceived usefulness outcomes after the course (n = 40).

Open-ended responses most often mentioned immediate practice changes
(password hygiene, caution toward suspicious messages, and increased use of
multi-factor authentication). Participants also highlighted the value of real-life
examples and the combination of technical, organisational and regulatory con-
tent.
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7 Discussion, limitations, and replication guidance

7.1 Interpretation and educational implications

The results support the central design claim of this paper: treating regulation
as a competency scaffold can improve the coherence of cybersecurity educa-
tion. Rather than presenting NIS2/CER/DORA as external constraints, the
programme turns them into prompts for concrete artefacts (policies, test ev-
idence, reporting workflows) that students can build and critique. Embedding
ISMS-informed documentation into technical laboratories helps students connect
“what a control does” with “how an organisation proves it works”—a linkage fre-
quently missing from tool-first curricula [19, 20,41, 42]. The strong increase in
confidence to teach others (97.4%) suggests that the peer-led outreach compo-
nent acts as a deliberate “teach-back” mechanism that reinforces understanding
and communication, aligning with evidence on supervised peer-led learning [11].
A second implication is the explicit integration of governance and resilience
operations. NIS2 and DORA elevate management accountability and testing,
which implies that graduates need to operate across technical and managerial
interfaces. By teaching oversight patterns (e.g., three lines) [41] and boardroom
expectations [39,40], the programme prepares students to translate technical
findings into risk and compliance language that decision-makers can act on.

7.2 Sustainability and scale

Two choices supported scale: integrating teaching into existing syllabi (reducing
standalone staffing pressure) and sharing enabling infrastructure (CyberLab,
Clinic, and e-learning) across cohorts. The community-facing strand aligns with
the view that security culture and habit formation require repeated engagement
rather than one-off awareness events [46,47]. Curated platform materials also
support continuity and reuse [50].

7.3 Threats to validity

The present evaluation has several limitations. Construct validity is constrained
because outcomes are self-reported and may reflect social desirability or short-
term optimism. Internal validity is limited by the lack of a control group and
potential self-selection (motivated participants may be over-represented). Exter-
nal validity is constrained because the case is specific to WUT, its faculty mix,
and its infrastructure. Finally, conclusion validity is limited by the small sample
size (n = 40) and descriptive analysis.

7.4 Next evaluation steps

To strengthen evidence, future work will (i) add objective skills assessments
(practical lab exams and rubric-based artefact grading), (ii) include pre/post
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measures and longitudinal follow-up, and (iii) incorporate scenario-based inci-
dent response exercises with structured debriefs. A comparative evaluation across
cohorts with different proportions of technical versus governance/regulatory con-
tent would help isolate which elements drive behavioural change and professional
readiness.

7.5 Replication guidance

For replication, a practical minimum is to (i) pick a small set of regulatory
obligations (reporting, testing, continuity), (ii) require students to produce both
governance artefacts and technical evidence, and (iii) use supervised peer-led
“teach-back” to scale outreach and strengthen communication [3,11,16,17,20].

8 Summary

The GCS case study at WUT suggests that EU “resilience-by-design” regula-
tion can be used as a constructive curriculum driver rather than an external
compliance constraint. By aligning learning outcomes with NIS2/CER/DORA
expectations, the programme trains students to connect (i) technical safeguards
and testing evidence, (ii) organisational governance and risk operations, and (iii)
regulatory obligations and reporting practices. The peer-led outreach compo-
nent further extends impact by translating specialist knowledge into community-
facing cyber hygiene interventions while strengthening students’ ability to com-
municate risk and motivate safer behaviour.

The preliminary evaluation indicates strong self-reported gains in knowledge,
teaching confidence, and behavioural change, alongside increased intention to
pursue cyber-related roles. These findings are encouraging but should be inter-
preted with caution. The current evidence is based on a small sample (n = 40),
self-reported measures, and a short post-intervention window. Future work will
therefore focus on longitudinal tracking, adding objective measures (skills as-
sessments, artefact quality, incident-response exercises), and comparing cohorts
exposed to different mixes of technical, organisational, and regulatory content.

Overall, the programme provides an actionable blueprint for universities seek-
ing to modernise cybersecurity education for computational science: treat regu-
lation as a competency scaffold, embed ISMS thinking into laboratories, teach
governance as an operational discipline, and scale societal impact through su-
pervised peer-led delivery.
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