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Abstract. Sign language motions contain individual-specific kinematic
features. As the engineering applications of sign language become more
widespread, privacy protection of sign language data has emerged as a
new challenge. This paper proposes a diffusion model-based approach
for sign language motion anonymization. The proposed framework com-
bines conditional diffusion processes with adversarial training to trans-
form identity features while preserving semantic information. For the
design and preliminary validation of the proposed model, we conduct a
proof-of-concept experiment using a subset of 22 signers from the ASL100
dataset of WLASL, which demonstrates the feasibility of the proposed
approach for sign language anonymization.
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1 Introduction

Sign language serves as the primary communication medium for approximately
70 million deaf individuals worldwide. In the era of rapid AI advancement, pro-
tecting the privacy rights of sign language users while leveraging technological
conveniences has emerged as a critical issue. Recent advances in Sign Language
Recognition (SLR) and Translation (SLT) [23, 12, 9] have demonstrated the sub-
stantial potential of deep learning in sign language processing. However, privacy-
preserving research [16] indicates that identity information embedded in visual
data poses a non-negligible risk. DiffSLVA [21] applies diffusion models to sign
language video anonymization in the 2D domain, but may not fully capture the
3D spatiotemporal structure of sign language movements.

Sign language not only conveys semantic information through handshapes,
locations, and movements but also unconsciously carries individual behavioral
characteristics, including movement velocity patterns, trajectory curvatures, joint
coordination, and temporal rhythms, forming unique "motion signatures". This
phenomenon has been validated in other biometric domains such as gait recog-
nition [7] and speaker recognition [4]. In sign language, [1] demonstrated that
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kinematic features serve as identity recognition cues, [2] confirmed that observers
can identify signers above chance even with facial occlusion, and [5] validated
the cross-linguistic nature of these identity features in Japanese Sign Language.

Traditional video anonymization techniques primarily focus on facial pro-
cessing [20], but neglect identity features embedded in body movements. Merely
occluding facial information cannot achieve genuine anonymization and may
provide users with a false sense of security. Modern computer vision can ex-
tract identity-revealing motion features from seemingly innocuous videos, rais-
ing privacy concerns across educational, medical, judicial, and dataset collection
contexts. Growing awareness of privacy rights and biometric data protection reg-
ulations [6, 13] necessitates effective anonymization techniques. Recent work on
human motion anonymization using foundation models [10] inspires considera-
tion of applying diffusion models to sign language anonymization. Based on these
observations, this research proposes a diffusion model-based 3D sign language
motion anonymization framework.

The main contributions include: (1) the first application of diffusion models
to 3D sign language motion space, achieving balance between semantic preser-
vation and identity removal through semantically guided conditional genera-
tion; (2) adversarial identity obfuscation through gradient reversal layers for
actively learning identity-confounding representations; (3) comprehensive eval-
uation demonstrating superior privacy-utility trade-offs compared to statistical
feature matching baselines.

2 Preliminaries

2.1 Dataset

This research builds upon WLASL (Word-Level American Sign Language) [14],
currently the largest word-level ASL recognition dataset, encompassing 2,000
sign language glosses recorded by over 100 signers. SignAvatars [22] extends
WLASL by reconstructing 3D human body models from the original video data
using SMPL-X-based fitting techniques, yielding sequences of 65 3D joint coor-
dinates per frame. The 65-joint skeleton comprises 25 body joints (pelvis, spine,
limbs, and head), 30 hand joints (15 MANO [18]-based joints per hand), and 10
additional joints for facial landmarks and foot details. For this study, we utilize
the ASL100 subset, which consists of the top 100 glosses. Preliminary analysis
reveals highly imbalanced signer distributions. To ensure effective identity mod-
eling, we select 22 signers with at least 10 samples each, totaling 684 samples.
We adopt a 15:4:3 split ratio for training, validation, and test sets, ensuring no
signer overlap across sets to evaluate cross-identity generalization.

2.2 Evaluation Models

The identity discriminator serves dual purposes: quantifying anonymization ef-
fectiveness and providing adversarial training signals through gradient reversal
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Fig. 1. Overall Framework.

layer (GRL) [8]. We design a lightweight classifier based on 3D skeletal dynamics
features, employing a spatial encoder for pose configurations and a bidirectional
LSTM for temporal dynamics. The model achieves 81.7% Top-1 accuracy on the
22-signer validation set, significantly exceeding random chance (4.5%), confirm-
ing that identity information is reliably encoded in skeletal motion patterns.

For semantic preservation evaluation, we adopt the pre-trained Pose-TGCN
from the WLASL benchmark, achieving 49.6% Top-1 and 89.1% Top-10 ac-
curacy on the ASL100 subset. The model parameters remain frozen during
anonymization training. We evaluate semantic preservation through cosine sim-
ilarity between intermediate feature representations of original and anonymized
sequences, measuring structural semantic similarity in the learned embedding
space rather than relying on classification outputs.

3 Methodology

3.1 Framework Overview

Fig. 1 illustrates the end-to-end diffusion-based architecture comprising three
core components.

Multimodal Encoder. The encoder extracts semantically-aware latent rep-
resentations through joint modeling of skeletal sequences and textual instruc-
tions. The joint encoder employs Transformer layers to capture spatiotemporal
dependencies. The text encoder embeds a task-specific instruction; in the cur-
rent implementation, the text input provides a fixed semantic category descrip-
tor. Cross-modal attention mechanisms fuse these modalities into unified latent
representations.

Semantic-Guided Diffusion Module. Built upon Transformer architec-
ture, this module performs the core anonymization through a conditional diffu-
sion process, selectively preserving semantic content while transforming identity-
related features. It incorporates learnable semantic prompts and FiLM-based [17]
feature modulation that dynamically adjust the transformation.
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Fig. 2. Semantic-Guided Diffusion Transformer.

Hierarchical Decoder. The decoder reconstructs anonymized joint trajec-
tories from the transformed latent representations. Hand configurations integrate
MANO parametric priors with biomechanical constraints. The hierarchical de-
sign applies region-specific processing, with hands receiving greater transforma-
tion freedom while the trunk remains largely preserved. The framework employs
cosine noise scheduling with standard forward-reverse diffusion for training and
inference.

3.2 Semantic-Guided Diffusion Transformer

Building upon diffusion probabilistic models [11] and motion diffusion approaches
[19], and inspired by learnable conditioning mechanisms such as Q-Former [15]
and prompt tuning techniques, we propose a Semantic-Guided Diffusion Trans-
former (SG-DiT). As illustrated in Fig. 2, the architecture comprises two syn-
ergistic components: a semantic prompt generator and a hierarchical semantic
gating mechanism.

Semantic Prompt Generation. Given semantic features s, we generate
K = 8 learnable prompts through semantic-adaptive weighting and FiLM con-
ditioning:

Pi = αi · FiLM(pi, s), αi = softmax(MLP(s))i (1)
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where pi denotes learnable prompt templates. These prompts are prepended to
the input sequence as context-aware prefix tokens.

Hierarchical Semantic Gating. The SG-DiT employs 8 Transformer blocks
with semantic gates at even-numbered layers:

gl = σ(Wg · [FFN(hl), s]), hl+1 = hl + gl ⊙ FFN(hl) (2)

The gate values gl ∈ [0, 1] control feature updates, ensuring semantic preserva-
tion while permitting modification of identity-specific features.

3.3 Adversarial Identity Confusion

The framework implements adversarial training by connecting the identity dis-
criminator to SG-DiT output features through GRL. During backpropagation,
GRL multiplies gradients by −λ, compelling the feature extractor to learn identity-
confounding representations. Beyond cross-entropy loss, the framework maxi-
mizes prediction entropy, encouraging uniform identity predictions. Signers with
different occurrence frequencies employ differentiated adversarial weights to pre-
vent overfitting.

3.4 Loss Function

The total loss combines eight weighted components: denoising MSE loss, hier-
archical reconstruction loss with higher weights on hand joints, semantic fea-
ture distance loss, perceptual similarity loss, adversarial identity confusion loss
with entropy maximization, temporal coherence loss, velocity smoothness loss,
and MANO biomechanical regularization. Training adopts a three-stage curricu-
lum: reconstruction learning, progressive diffusion introduction, and full multi-
objective optimization.

4 Experiment

Effective evaluation of sign language anonymization requires balancing privacy
protection, semantic preservation, and motion quality. We establish a three-
dimensional evaluation framework to comprehensively assess these objectives.

Privacy protection is quantified through identity recognition accuracy, predic-
tion confidence, and entropy on anonymized sequences. Semantic preservation
is evaluated using the pre-trained Pose-TGCN model through Top-K recogni-
tion accuracy and cosine similarity between feature representations of original
and anonymized sequences. Motion quality is assessed through joint position
accuracy (MPJPE - Mean Per Joint Position Error), temporal smoothness (ac-
celeration consistency), and biomechanical plausibility.

These individual metrics are aggregated into composite scores. The Privacy
Score Spriv is a weighted combination of identity accuracy drop (15%), per-
sample confusion quality (45%), confidence drop (10%), normalized entropy in-
crease (5%), and class change rate (25%). The Utility Score Sutil averages co-
sine similarity, hand motion preservation, and trajectory similarity. The Quality
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Table 1. Comparison with baseline on test set.

Method Privacy Utility Quality Tradeoff
Stat-Match 0.293 0.891 0.957 0.422
SG-DiT w/o Guidance 0.658 0.628 0.735 0.470
SG-DiT 0.672 0.752 0.761 0.539

Score Squal is a weighted sum of reconstruction accuracy, temporal smoothness,
bone preservation, joint validity, hand motion fidelity, and spatial consistency.
The overall Tradeoff Score computes the harmonic mean of Privacy and Utility,
scaled by Quality, penalizing imbalanced performance across dimensions.

Existing sign language anonymization methods have focused on 2D video pro-
cessing, while motion-based anonymization in 3D skeletal space remains largely
unexplored. Direct comparison with DiffSLVA [21], which operates in 2D video
space, or Pantomime [10], which relies on foundation motion models not avail-
able for sign language, is not feasible due to fundamental differences in data
representation. We therefore implement a statistical feature matching baseline
(Stat-Match) inspired by [3], which anonymizes motion through kinematic fea-
ture manipulation.

Table 1 presents quantitative results on the test set of 3 unseen signers,where
Privacy, Utility, and Quality correspond to the three evaluation dimensions de-
scribed in Section 4: identity protection, semantic preservation, and motion qual-
ity, respectively. Our SG-DiT achieves a Privacy Score of 0.672, representing a
129% improvement over the statistical baseline, while maintaining competitive
Utility (0.752) and Quality (0.761). The balanced performance across all three
dimensions yields a Tradeoff Score of 0.539, demonstrating effective privacy-
utility-quality balance.

The statistical baseline achieves high semantic preservation but minimal pri-
vacy protection due to conservative kinematic modifications. Removing semantic
guidance (SG-DiT w/o Guidance) degrades both Privacy and Utility, validating
the critical role of semantic conditioning. We note that the post-anonymization
identity accuracy (38.0%) remains above random chance (4.5% for 22 signers),
indicating room for further improvement. The semantic recognizer’s moderate
Top-1 accuracy (49.6%) places a ceiling on classification-based evaluation; how-
ever, Top-10 accuracy (89.1%) and our primary reliance on feature-space cosine
similarity provide a more robust assessment of semantic fidelity.

Fig. 3 presents a qualitative comparison between original and anonymized
motion. The overall signing posture, hand configuration, and trajectory are pre-
served, while noticeable differences in hand elevation, arm extension angles, and
shoulder orientation indicate that identity-revealing features have been selec-
tively modified.
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Fig. 3. Visual comparison between original and anonymized motion for the same sign.

5 Conclusions and Future Work

This work proposes a diffusion-based framework for sign language anonymization
in 3D pose space, integrating semantic-guided transformers, adversarial training,
and biomechanical constraints. The current evaluation is constrained by data
scale: available large-scale 3D sign language datasets remain limited, and our
experiments involve only 22 signers. Construction and evaluation of datasets
with a larger number of signers is an important direction for future work. Other
promising directions include adapting the approach to continuous signing, ex-
tending evaluation to other sign languages such as Japanese Sign Language (JSL)
or Chinese Sign Language (CSL), and developing user-controllable anonymiza-
tion levels for adaptive privacy protection.
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