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Abstract. Data connectors are key components for enabling controllable
data exchange in data marketplaces and constitute one of the foundational
technologies for realizing data sovereignty. To support controllable data
exchange in lightweight data connectors, it is crucial to design an efficient
and scalable access control mechanism. However, user-space access control
suffers from high decision latency, whereas kernel-space access control
is limited by constrained policy capacity and inflexible policy updates.
To address these challenges, we propose an efficient user–kernel access
control scheme for lightweight data connectors. The scheme leverages
extended Berkeley Packet Filter (eBPF) to load high-frequency access
control rules into the kernel while retaining low-frequency rules in user
space. To further improve access control efficiency, we design a Bloom-
filter-based kernel admission filter to block invalid requests before they
enter the policy decision point (PDP). To prevent long-tail requests
from polluting the kernel cache, we develop a set-associative, access-
frequency-aware cache replacement mechanism. To determine the optimal
memory allocation between these two kernel-side components, we model
access control decisions as an M/D/1 queueing system, and analyze the
relationship between end-to-end policy decision latency and cache miss
probability to guide the memory partitioning between the two kernel-side
components. We implement a prototype based on eBPF. Experimental
results show that, under the same policy set size, our system reduces the
average service time by approximately 25% compared with AppArmor;
with 106 policies, it reduces the average service time by up to 85.6%
compared with Casbin. Under mixed invalid and long-tail traffic with an
attack ratio γ > 80%, the proposed design reduces latency by up to 65%
compared with an unprotected LRU policy.

Keywords: Data connectors · eBPF · Access control · Cache replacement.

1 Introduction

International Data Spaces (IDS) is an architectural framework that enables trusted
data exchange and data-driven services among heterogeneous stakeholders, and
⋆ Corresponding author: kouwenlong@iie.ac.cn
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it is emerging as a secure and standardized digital infrastructure for data trading.
Within IDS, the data connector is a core component that enforces data usage
policies to ensure that data is accessed and processed strictly under the conditions
specified by the data provider. In practice, a data connector may be deployed
either on end systems or resource-constrained edge devices close to data sources.
In this scenario, the data connector is required to be lightweight. Since every
access request must be mediated by the access control module embedded in the
data connector, it is essential to reduce policy-enforcement overhead to achieve
efficient access control for lightweight IDS data connectors.

From the perspective of the deployment location of access control, existing
access control schemes can be grouped into three categories: user-space access
control [20], kernel-space access control [3], and hybrid access control [1]. In
user-space access control, both the policy decision point (PDP) and the policy
enforcement point (PEP) are deployed at the application layer, which simplifies
deployment and facilitates policy upgrades. However, the scheme introduces
non-negligible latency, making it difficult to satisfy the stringent low-latency
requirements of high-frequency data access scenarios. In contrast, kernel-space
access control colocates the PDP and PEP within the kernel, achieving higher
execution efficiency; yet, due to limited kernel resources, it significantly compli-
cates policy updates. Hybrid access control aims to reconcile these trade-offs by
caching frequently matched rules in the kernel and dynamically evicting cold
entries, thereby enabling fast decision making and enforcement, while keeping
low-frequency rules in user space to mitigate kernel resource constraints. Never-
theless, when applied to data connectors, hybrid access control still exhibits the
following limitations and challenges:

1. Long-tail cold data pollution. Long-tail cold data originates from two
sources: malicious access requests and long-tail request data generated by
normal business operations. An adversary can deliberately craft malicious
requests with long-tail characteristics to evict frequently matched rules from
the cache, thereby substantially reducing the cache hit rate. Once a significant
fraction of genuine high-frequency rules is displaced, the end-to-end decision
latency increases sharply, leading to degraded quality of service.

2. Kernel cache size optimization. To filter out malicious access requests,
detection code must be executed within the kernel space. In general, the more
memory allocated to the malicious request detection module, the higher the
real-time detection rate [6]. However, increasing the memory for detection
directly reduces the memory available for caching high-frequency rules in the
kernel, thereby decreasing the cache hit rate and vice versa. Consequently,
determining an optimal kernel memory partition that balances detection
accuracy against cache-hit performance constitutes a key challenge.

These two limitations and challenges significantly impair the efficiency of
access-control decision making. To address the above challenges, we propose
UKAC, a lightweight user–kernel hybrid access control scheme for data connectors.
Our main contributions are as follows:
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– Anti-pollution cache replacement mechanism: We employ a Bloom
filter to intercept malicious access requests targeting non-existent objects.
Moreover, to comply with the eBPF verifier’s bounded-loop constraint, we
partition cached rules into hash-indexed groups. When the hit count of a rule
exceeds a predefined threshold, UKAC locates the corresponding group using
the rule’s hash value and evicts the least frequently used entry within that
group, thereby mitigating cache pollution caused by long-tail cold traffic.

– Queueing-theoretic kernel cache sizing: To accurately configure the
kernel cache size, we model the user–kernel interaction as an M/D/1 queueing
system and derive the relationship between the target expected latency E[T ]
and cache size, providing a quantitative basis for cache provisioning.

– Prototype implementation and evaluation: We implement a prototype of
UKAC for lightweight data connectors. Experimental results show that, under
the same policy scale, UKAC reduces the mean service time by approximately
25% compared with AppArmor, and by up to 85.6% compared with Casbin
at 106 policies. Under mixed invalid and long-tail traffic with attack ratio
γ > 80%, UKAC reduces E[T ] by up to 65% relative to an unprotected LRU
baseline.

Availability. The source code of the UKAC prototype is publicly available at
https://github.com/ukac-paper/ukac.

2 Related Work

2.1 Access Control

In data connectors, access control policy enforcement requires balancing policy
execution efficiency against policy expressiveness. As noted above, existing access
control schemes can be grouped into three categories: user-space access control,
kernel-space access control, and hybrid access control. These categories differ
in where access requests are intercepted and evaluated, which in turn affects
end-to-end latency, throughput, and scalability.

In user-space access control systems, the policy decision point (PDP) and
the policy enforcement point (PEP) are either embedded within the application
itself [23] or deployed at a service gateway [7]. To enable fine-grained authorization,
typical models include role-based access control (RBAC) [11] and attribute-
based access control (ABAC) [31,17]. For example, Amazon Web Services (AWS)
realizes ABAC by encoding attributes as tags and enforcing tag matching or tag
constraints in IAM policies. Eiers et al. [13] have further performed quantitative
analyses to characterize and reason about policy permissiveness at scale. In
online social networks (OSNs), relationship-based access control is used to reduce
authorization to checking whether the requester and the target object (or resource
owner) are connected by a relationship path that satisfies a specified predicate,
thereby providing expressive visibility control [9]. Wang et al. abstract user-
facing access-control requirements into three dimensions: (i) users should be able
to inspect/query access-control state (e.g., controllers, fabrics, and device-side
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ACLs), (ii) the presented access-control information should be trustworthy, and
(iii) users should be able to update/revoke permissions to mitigate the risk of
loss of control over IoT devices [26].

To improve policy flexibility and scalability, Luo et al. [19,20] decouple cloud
access control into an independent user-space policy engine (or authorization
service) and employ a sidecar proxy as an external PEP to intercept requests and
forward them for decision making. However, under high-frequency data-exchange
workloads, such a purely user-space design increases the number of user–kernel
boundary crossings and memory copies, which in turn inflates end-to-end decision
latency and degrades system throughput.

Kernel-space access control, in contrast, embeds enforcement logic directly
into the operating-system kernel and makes authorization decisions using access
control lists (ACLs) [15], capability-based models [16], or mandatory access
control (MAC) mechanisms [25]. SELinux [18] and AppArmor [3] provide general-
purpose frameworks for integrating such mechanisms into the kernel. Recent
work has further extended kernel-side enforcement to more dynamic settings,
including context-driven permission transitions via finite state machines [8], fine-
grained privilege delegation [27], and system-call interception and isolation for
containers [12,28]. Nevertheless, these approaches are difficult to apply directly
in resource-constrained deployment environments for lightweight data connec-
tors: the kernel execution environment is subject to strict resource and safety
constraints, making it impractical to load, update, and evaluate large and rapidly
evolving policy sets without jeopardizing system stability. This limitation pre-
vents such approaches from meeting the requirements of IDS data connectors in
terms of both policy expressiveness and dynamic updates.

Hybrid access-control architectures aim to balance kernel-side execution
efficiency with the expressiveness of user-space policy evaluation. Along this line,
Amitu et al. and Thakare et al. [4,24] adopt hybrid or hierarchical designs in IoT
and highly concurrent scenarios, e.g., by combining multiple access mechanisms
or extending authorization models to handle concurrency conflicts and policy-
management issues. However, these efforts primarily focus on protocol-level or
cloud-side authorization management, and do not address the operating-system-
level constraints encountered by user–kernel collaborative enforcement.

2.2 Cache Replacement Algorithms

Classic cache replacement policies can be divided into two categories: recency-
based Least Recently Used (LRU) and frequency-based Least Frequently Used
(LFU). LRU always evicts the least recently accessed object [30], offering straight-
forward implementation and effective performance under workloads with strong
temporal locality. LFU performs replacement based on access frequency and
has been shown to achieve optimal hit rates under the Independent Reference
Model (IRM) [2]. Researchers have further proposed a variety of algorithms that
combine recency and frequency [29,14,5], among which Adaptive Replacement
Cache (ARC) [22] and TinyLFU [14] are representative. ARC simultaneously
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maintains two categories of objects–recently accessed and frequently accessed–
along with their ghost histories, and dynamically adjusts the proportion between
them to adapt to changing access patterns, thereby evicting stale objects while
retaining current hotspots with O(1) overhead. TinyLFU leverages approximate
data structures such as Bloom filters and Count-Min sketches [10] to record
historical access frequencies, and employs an admission control mechanism that
retains the higher-frequency item between a candidate newcomer and the eviction
candidate, reducing decision complexity to O(1) and thus caching hot objects
more efficiently.

Although these algorithms perform well under various conditions, they typ-
ically rely on complex data structures and extensive state maintenance. The
eBPF verifier prohibits unbounded loops and excessively large global state, which
renders the standard TinyLFU algorithm difficult to implement within the eBPF
environment.

3 System Modeling

3.1 Observation and Assumptions

Our design is grounded in statistical analysis of real-world data connectors, from
which we derive the following system characteristics:

– Observation: Heavy-Tailed Access Distribution: We collected real-
world access logs from a large enterprise application spanning five years,
comprising 62,952 access records in total. After performing a series of sta-
tistical analyses on the logs, we observe that access requests are highly
skewed toward a small subset of frequently matched rules and follow a Zipfian
heavy-tailed (long-tailed) distribution with parameter α ≈ 1.

– Assumption 1 (Kernel Memory Constraint): Let N = |R| denote the
total number of policy rules in the rule set, and let M denote the upper bound
on kernel caching capacity, i.e., the maximum number of rule entries that
can be stored in kernel space. For lightweight data connectors, we assume a
resource-constrained kernel memory budget and thus N ≫M .

– Assumption 2 (Read-Dominated Workload): From a memory-access
perspective, policy operations fall into two categories: policy enforcement
(reads) and policy updates (writes). We assume a read-dominated workload
where the arrival rate of read requests λr is significantly higher than that of
write requests λu, i.e., λr ≫ λu.

3.2 Threat Model

In resource-constrained data connector deployments, both compute and storage
budgets are extremely limited, and any non-essential overhead can directly
degrade quality of service (QoS). In such settings, a strategic adversary can
exploit the asymmetry between fast kernel-space decisions and comparatively
slow user-space processing. By generating carefully crafted access requests, the
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adversary can steer benign requests away from kernel space and force them into
user space, thereby reducing the availability of the access-control service. In
particular, we consider two primary attack vectors:

– Invalid access request flooding: The adversary continuously issues
requests targeting non-existent resources or requests for which no applicable
policy is defined. Since these requests cannot match any rule cached in the
kernel, they are forwarded to user space for evaluation. This flooding attack
amplifies per-request processing overhead and consumes compute resources
needed by legitimate requests.

– Long-tail traffic flooding: By observing response-time differences, the
adversary can infer the heavy-tailed access pattern of policy rules and then
generate a large volume of valid but extremely low-frequency long-tail requests.
Because conventional caching policies are often recency-biased, these long-
tail accesses can rapidly occupy scarce kernel memory and evict genuinely
high-frequency rules from the cache. As a result, a substantial fraction of
benign requests is forced onto the user space, leading to increased end-to-end
latency and degraded QoS.

3.3 Architecture Overview
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Fig. 1: System Architecture.

Figure 1 illustrates the user–kernel access control architecture for data connec-
tors. The system comprises four core modules: admission filtering, cache query,
cache replacement, and user-space policy engine, where the first three modules
reside in kernel space.
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Admission filtering. When an access request arrives at the kernel enforce-
ment point, a Bloom filter is employed as a sentinel to verify whether the requested
resource actually exists in the data connector. If the resource does not exist, the
access request is rejected before entering the access control system.

Cache query. After requests pass admission filtering, a hash-indexed lookup
is performed in the cache to determine whether a matching rule exists for the
request. On a cache hit, the system makes an access control decision based on
the matched rule and returns the result directly. On a cache miss, the request is
forwarded to the user-space policy engine.

User-space policy engine. Once an access request is forwarded to user
space, it is put into a scheduling queue for processing. The policy engine performs
complete policy matching and generates the final decision. After producing the
verdict, the engine not only returns the grant or deny directive to the connector,
but also sends the successfully matched rule to kernel space for caching.

Cache replacement. Upon receiving a new rule from user space, a Count-
Min sketch is used to query the approximate access frequency of the new rule,
and performs a hash-indexed lookup in the cache to locate the victim entry.
The system compares the access frequency of the new rule against that of the
victim: the eviction and replacement operation are executed only if the new rule’s
frequency strictly exceeds that of the victim.

3.4 Admission Filtering

For each incoming request, the system extracts its resource key x and generates k
independent indices generated via hash functions. It then probes the Bloom filter
at these k positions. If any of the corresponding bits is 0, x is definitively not
in the data connector; the request is rejected before entering the access-control
pipeline.

To reduce kernel resource consumption, we adopt a hybrid approach, combin-
ing WyHash mixing steps with MurmurHash3’s fmix64 as the base hash function,
and apply the Kirsch–Mitzenmacher double-hashing technique to derive the k
required indices.

Specifically, the index generation logic proceeds as follows: First, compute the
64-bit base hash value H = fmix64(x). Using bitwise operations, split H into
two 32-bit hash components h1(x) and h2(x), and generate k target indices gi(x)
through linear combination:

h1(x) = H & 0xFFFFFFFF, h2(x) = H ≫ 32

gi(x) = (h1(x) + i · h2(x)) (mod m), i = 0, . . . , k − 1
(1)

where m denotes the length of the Bloom filter bit array.
Since Bloom filters do not support deletions, we use an eBPF map-in-map

double-buffering design: the access request queries a read-only active filter while
the control plane rebuilds a standby snapshot, and an atomic pointer swap
switches versions without disrupting queries.
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3.5 Cache Replacement

Upon receiving a new rule x from user space, a Count-Min sketch is used to
query and obtain the approximate access frequency f̂(x) in constant time and
increment the corresponding counters. To prevent cold rules from entering the
cache prematurely, insertion is gated by a minimum frequency threshold: a rule
x is eligible for admission only if f̂(x) exceeds a configured floor value.

To strictly comply with eBPF instruction count and stack space constraints,
the kernel cache adopts a set-associative structure. The entire cache space is
partitioned into n independent sets, each holding W slots, for a total capacity of
Nc = n×W . An incoming rule x is mapped to a target set by computing the index
i = fmix64(x) mod n. If the target set contains an empty slot, the rule is inserted
directly. Otherwise, the system iterates over all W slots to identify the entry v
with the minimum estimated frequency f̂(v) as the eviction candidate. Eviction
proceeds only if f̂(x) > f̂(v), ensuring that an incoming rule must demonstrate
higher observed frequency than the weakest resident before displacing it.

To prevent historically frequent entries from occupying cache slots indefinitely,
the system applies periodic frequency decay: after every T accesses, a right shift
(c ← c ≫ 1) is applied to all counters in the Count-Min sketch, halving their
values and allowing stale hot entries to become eviction candidates over time.

4 Queueing Analysis and Parameter Optimization

As described above, the sizes of the Bloom filter and the rule cache impact the
efficiency of admission filtering and cache lookup, respectively. Let Mb denote the
memory allocated to a single Bloom filter instance and Mc denote the memory
allocated to the rule cache. To support non-blocking dynamic updates of the
Bloom filter, two instances are maintained via a double-buffering scheme. Given
a total kernel memory budget Mlimit, the allocation must satisfy

2Mb +Mc ≤Mlimit, Mb > 0, Mc > 0. (2)

Auxiliary structures (e.g., eBPF map metadata and control-flow parameters)
incur negligible memory overhead compared with the data-plane state and are
therefore omitted from our model.

To determine parameters Mb and Mc, we formulate the system execution as a
two-stage queueing model. In the first stage, requests are either intercepted by the
Bloom filter or matched in the rule cache, departing immediately. Consequently, an
incoming request is forwarded to user space in the second stage with probability
Pmiss. We assume that access control requests arrive according to a Poisson
process [21] with rate λ. Let Tk denote the mean kernel-side processing time,
including the overhead for cache misses. In practice, the user-space service
time (i.e., the combined cost of policy lookup and evaluation) is approximately
constant1; we denote it by Tu. The user-space queue is therefore modeled as
1 https://v1.casbin.org/docs/en/benchmark
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an M/D/1 queue with effective arrival rate λeff = λPmiss and utilization ρ =
λPmissTu. The system reaches steady state only when ρ < 1. By the Pollaczek–
Khinchine formula, the expected waiting time in user space is

E[Wu] =
λeff T 2

u

2(1− ρ)
.

The end-to-end expected latency E[T ] per request combines kernel-side pro-
cessing with the user-space sojourn time, defined as follows:

E[T ] = Tk + Pmiss (Tu + E[Wu]) = Tk + Pmiss

(
Tu +

λPmissT
2
u

2 (1− λPmissTu)

)
. (3)

Equation (3) shows that E[T ] increases monotonically with Pmiss, so reducing
Pmiss is the primary lever for improving end-to-end performance.

Under a fixed memory budget, partitioning the space between Mb and Mc

introduces a fundamental trade-off that dictates Pmiss. As Mb increases, the
Bloom filter false positive rate ϵ(Mb) decreases, thereby reducing the likelihood
of invalid-traffic penetration. However, a large Mb leaves a smaller budget for
Mc, which lowers the cache hit rate H(Mc) and increases the probability that
access requests are forwarded to user space. Let γ denote the fraction of invalid
and long-tail traffic in the workload. Then Pmiss decomposes as

Pmiss(Mb,Mc) = γ ϵ(Mb) + (1− γ)
(
1−H(Mc)

)
. (4)

Given Nb rules inserted into the Bloom filter, a bit array of length m = 8Mb,
and k hash functions, the false positive rate is

ϵ(Mb) =
(
1− e−kNb/m

)k

.

Let Mentry denote the memory consumed by a single cached rule. The cache
holds at most Nc = min{N, ⌊Mc/Mentry⌋} entries. Assuming the Nc cached rules
correspond to the most frequently accessed rules, the cache hit rate under a Zipf
distribution with exponent α is

H(Mc) =

∑Nc

i=1 i
−α∑N

j=1 j
−α

.

The parameter configuration problem under a total memory budget Mlimit is
formulated as

minimize
Mb,Mc

E[T ]
(
Pmiss(Mb,Mc)

)
subject to 2Mb +Mc ≤Mlimit, Mb > 0, Mc > 0.

(5)

Substituting the equality Mc = Mlimit−2Mb reduces this to a one-dimensional
problem over Mb. Under the stability condition ρ = λPmissTu < 1, differentiating
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Equation (3) gives dE[T ]
dPmiss

> 0, so minimizing E[T ] is strictly equivalent to
minimizing Pmiss.

To enable analytic differentiation, we replace the floor operation ⌊·⌋ with a
continuous approximation. Applying the chain rule and setting dPmiss

dMb
= 0 yields

the balance condition that the optimal allocation must satisfy:

γ ·
∣∣∣∣ ∂ϵ

∂Mb

∣∣∣∣ = 2(1− γ) ·
∣∣∣∣ ∂H∂Mc

∣∣∣∣ . (6)

Under the continuous approximation, ϵ(Mb) is convex and monotonically
decreases in Mb, while the cache miss rate 1−H(Mc) increases monotonically as
Mb grows and Mc shrinks.

5 Evaluation

5.1 Experimental Setup

Testbed. All experiments are conducted on a FusionServer equipped with an Intel
Xeon 8562Y processor (32 physical cores at 2.80 GHz) and 256 GB DDR4 memory,
running Ubuntu 24.04 with Linux kernel 6.8. The file system is configured as a
memory-backed tmpfs.

System Parameters. To simulate resource-constrained edge data connector
deployments, the kernel-side total memory budget Mlimit is capped at 16MB
unless otherwise noted. The access control model follows the Basic Model2. Each
set in the kernel cache holds W = 4 entries, and the Bloom filter uses k = 7 hash
functions.

Workload Generation. A synthetic load generator emulates data exchange
traffic with a policy space of N = 106 rules. Access control requests follow a Zipf
distribution. Each experimental run issues r = 107 requests; all measurements
are repeated 50 independent times and averaged to suppress scheduling noise.

5.2 Experiment 1: Parameter Configuration Validation

Let η = 2Mb/Mlimit denote the fraction of total memory allocated to the Bloom
filter. We conduct a full grid sweep over Zipf skewness α ∈ {1.0, 1.1, . . . , 2.0},
the fraction of tail and invalid traffic γ ∈ {10%, 20%, . . . , 90%}, and the total
memory budget Mlimit ∈ {220, 221, . . . , 224} bytes, yielding 495 configurations
in total. For each configuration, Pmiss is measured at step size ∆η = 5% over
η ∈ [5%, 95%].

The complete collection of 495 sweep curves is available online3. Results
show that the global minimum of Pmiss consistently falls within the feasible
interior across all configurations, confirming the existence of a non-trivial optimal
allocation between the Bloom filter and the cache. Among all configurations,
2 https://github.com/ukac-paper/ukac/blob/main/config/basic_model.conf
3 https://github.com/ukac-paper/ukac/tree/main/scripts/image
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Fig. 2: U-curve behavior of Pmiss as a function of η under two representative
workload and memory configurations.

234 (47.3%) exhibit a strictly unimodal objective, while the remaining 261
(52.7%) contain two or more local minima whose Pmiss values lie within a small
neighborhood of the global optimum. This behavior originates from two discrete
effects: the floor operation in cache slot allocation (Nc = ⌊Mc/Mentry⌋) and
hash-collision granularity in small Bloom filters, both of which induce local
non-monotone perturbations near the valley of the objective function.

Figure 2 shows two representative configurations: a well-conditioned strictly
unimodal case (α=1.4, γ=10%, Mlimit=223) and a case with pronounced local
fluctuations (α=1.1, γ=30%, Mlimit=220), where four local minima exhibit a
maximum relative deviation of 7.30% while the macro-level U-shaped trend
remains intact.

5.3 Experiment 2: End-to-End System Performance

We compare against two baselines: Casbin, a widely used user-space access control
library, and AppArmor, a kernel-enforced mandatory access control mechanism.
Because AppArmor cannot load 106 policies natively, we decouple policy-loading
overhead from decision latency by organizing the comparison into two aligned
groups.

In the first group, both AppArmor and our system use a policy scale of 104
rules. Since AppArmor preloads policies into the kernel by design, we pre-populate
the corresponding 104 rules into the kernel cache of our system to ensure a fair
comparison.

In the second group, both Casbin and our system operate at the full scale of
106 rules. Since Casbin performs dynamic user-space decisions without preloading,
our system starts each run with an empty cache to align the evaluation baseline.

The primary metric is mean service time E[T ]. By varying the Zipf skewness
α, we measure E[T ] under different locality conditions; results are presented in
Figure 3.

Experimental results show that AppArmor’s decision latency falls in the range
4.5–5.4µs, while our system sustains 3.3–4.0µs (mean 3.7µs), a reduction of
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Fig. 3: Mean service time E[T ] under varying Zipf skewness α for each system.

approximately 25%. Under 106 policies with a cold-start configuration, the pure
user-space system Casbin yields E[T ] ≈ 164.5ms and is largely insensitive to
α. By contrast, our system’s E[T ] decays sharply as α increases. At α = 1.0,
low cache hit rates force a large fraction of requests onto the slow path, yielding
E[T ] = 23.65ms, which nonetheless represents an 85.6% reduction over Casbin. At
α = 2.0, hot-spot requests consistently hit the kernel cache, bringing end-to-end
latency down to 0.081ms.

5.4 Experiment 3: Resistance to Tail and Invalid Traffic

We evaluate system behavior across a two-dimensional parameter space defined
by Zipf skewness α ∈ [1.0, 2.0] and the fraction of tail and invalid traffic γ ∈
[10%, 100%]. Four caching strategies are compared: unprotected LRU, admission
filtering with LRU (AF+LRU), cache replacement only (CR), and our full AF+CR
scheme. Performance is measured by E[T ] and reported as heatmaps in Figure 4,
where color intensity encodes latency magnitude.

As shown in Figure 4, standard LRU suffers severe cache thrashing when
γ > 40%: even under high locality (α = 2.0), legitimate hot rules are frequently
evicted, causing E[T ] to rise substantially. AF+LRU blocks penetration by
invalid traffic but admits valid yet infrequent scan requests, which pollute the
cache. Conversely, CR mitigates pollution through frequency-aware admission
and eviction control but lacks a filter for invalid requests, so E[T ] grows under
heavy invalid traffic. Our AF+CR scheme maintains the core working set stably
in the kernel even under weak locality and intensive attack conditions (α ≈ 1.2,
γ > 80%), achieving a reduction in E[T ] of up to 65% relative to the LRU
baseline.

6 Conclusion

This paper presents a user–kernel access control scheme for lightweight data
connectors. A Bloom-filter-based admission filter intercepts invalid traffic be-
fore it enters the policy pipeline, and a set-associative frequency-aware cache
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Fig. 4: Heatmaps of E[T ] under varying α and attack ratio γ for four caching
strategies. The colorbar is shared across all subfigures.

replacement mechanism prevents long-tail requests from polluting the kernel
cache. To allocate kernel memory between these two components, we model the
user–kernel interaction as an M/D/1 queue and reduce the configuration problem
to a one-dimensional search solved by golden-section search. Experimental results
show that our scheme achieves lower latency than AppArmor and Casbin across
varying workload skewness, and maintains stable performance under intensive
invalid and long-tail traffic.
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