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Abstract. Modern intrusion detection systems (IDSs) in large-scale en-
terprise networks generate massive volumes of heterogeneous alerts, many
of which are weakly correlated interaction traces that obscure the seman-
tic progression of multi-stage attacks. While existing alert filtering tech-
niques reduce analyst workload, they often fail to preserve behavioral
continuity necessary for reconstructing coherent attack campaigns.
In this paper, we propose a TTP-Guided Event Reconstruction Frame-
work that integrates Cyber Threat Intelligence (CTI) with alert-side
interaction evidence to reconstruct semantically coherent attack events
from noisy intrusion alerts. Structured ATT&CK-aligned TTP sequences
are extracted from CTI reports to form a knowledge space of canonical at-
tack progressions. Candidate TTP paths derived from alerts are embed-
ded into a shared semantic space, filtered using a one-class representation
model, and aggregated into candidate events. A retrieval-augmented re-
construction module further refines attacker–victim structures by align-
ing alert-derived behaviors with CTI-derived progression templates. Ex-
periments on three publicly available cyber range datasets (CPTC-2017,
CPTC-2018, and CCDC-2018) show that the proposed framework re-
duces structurally inconsistent interaction paths while improving at-
tacker–victim coherence at the event level. Reconstructed events exhibit
improved semantic alignment with CTI-derived attack progression pat-
terns compared to their originating alert paths.

Keywords: Cyber Threat Intelligence · MITRE ATT&CK · Alert Noise
Reduction · Large Language Model–Driven Analysis.

1 Introduction

The cybersecurity capability of Security Operations Centers (SOCs) largely de-
pends on network situational awareness derived from alert data collected from
heterogeneous security devices [1]. Leveraging techniques like statistical analysis,
⋆ Corresponding Author: Ruiqi Wang
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correlation, and AI-based analysis on these data enables threat analysis [2], sys-
tem risk assessment [3], and incident management [4]. However, real-world alert
streams typically contain substantial noise, which obscures genuine security in-
dicators and hinders the accurate detection of high-risk events [5]. Effective noise
reduction is therefore essential for maintaining reliable and actionable security
operations. Traditional rule-based filtering approaches, however, are difficult to
maintain and adapt due to the continual evolution of attack techniques, making
it imperative to explore LLM-driven adaptive noise reduction frameworks.

Although prior research [6, 7] has made significant progress in understand-
ing and mitigating noise alerts, these studies still fail to address the underly-
ing causes. Existing methods insufficiently account for factors such as pervasive
middleware deployment, heterogeneous detection capabilities across devices, and
increasingly sophisticated attacker behaviors. As a result, false positives and re-
dundant alerts remain pervasive.

In summary, our contributions are as follows:

– We propose a TTP-Guided Event Reconstruction Framework that integrates
CTI-derived attack knowledge with alert-side interaction evidence for coher-
ent attack-event reconstruction.

– Within this framework, we design a Semantic Knowledge Layer that repre-
sents attack behaviors as structured TTP sequences extracted from open-
source threat intelligence reports, providing a progression-aware semantic
prior for interpreting alert-derived evidence.

– We further develop an Attack Modeling Layer and an Event Reconstruction
Layer that respectively perform candidate TTP path generation with struc-
tural filtering and retrieval-augmented event refinement, improving event
coherence and semantic alignment on three public cyber range datasets.

2 Related work

The efficient analysis of security alerts is fundamental to modern cybersecurity
operations [8]. Research in this domain has branched into two interconnected di-
rections: techniques for prioritizing alerts to reduce analyst burden, and methods
for extracting structured knowledge from raw alert streams to provide context.

2.1 Alert Prioritisation

Alert prioritisation aims to separate benign events from genuine threats and
rank security alerts by their severity and relevance, directly addressing the issue
of alert fatigue. Early approaches often relied on rule-based systems and expert
knowledge to assign severity scores, but these methods struggle to adapt to
evolving attack patterns.

To address this problem, statistical and machine learning models have been
widely adopted. For instance, probabilistic models such as the Hidden Markov
Model (HMM) have been used to model attack stages and infer the critical-
ity of subsequent alerts [9]. Similarly, sequence-to-sequence architectures based
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on LSTM networks capture long-range temporal dependencies to predict the
progression of an attack, thereby enabling proactive prioritisation of related
alerts [10].

More recent research emphasizes operational augmentation for analysts. Point-
cloud clustering combined with machine learning classifiers supports automated
separation of genuine threats from benign activities, streamlining Security Or-
chestration, Automation and Response workflows [6]. Addressing the core prob-
lem of alert fatigue directly, reinforcement-learning–driven frameworks such as
AlertPro dynamically learn optimal prioritisation policies, adapting to changing
threat landscapes [11]. These hybrid methods significantly improve prioritisa-
tion accuracy, yet challenges remain in ensuring explainability and scalability in
high-velocity production environments.

2.2 Knowledge Extraction from Alerts

Beyond ranking individual alerts, extracting actionable knowledge—such as at-
tack strategies, causal relationships, and behavioral patterns—is crucial for un-
derstanding the broader threat context. This knowledge is often derived through
correlation, graph construction, and pattern mining.

Attribute-similarity methods represent an early and efficient approach to
knowledge extraction, correlating alerts based on shared metadata like IP ad-
dresses or timestamps to form basic attack narratives [12]. However, these meth-
ods are vulnerable to obfuscation techniques. Causality-based methods offer a
deeper level of insight by linking alerts through prerequisites and consequences,
enabling the reconstruction of logical attack paths as demonstrated in founda-
tional work [13] and extended in stream-mining frameworks like RTECA [14]
and deep causal decomposition for industrial systems [15].

Attack graphs provide a structured representation of potential multi-stage
attacker behavior. By mapping observed alerts onto these graphs, researchers
can model complex campaigns and improve interpretability for analysts [16].
Probabilistic extensions, such as Bayesian attack graphs and trees, incorpo-
rate uncertainty and vulnerability severity to enrich the extracted knowledge
[17]. More recent work leverages graph-based correlation frameworks [18] and
automaton-based learning like S-PDFA [19] to derive compact representations
of attack patterns.

Hybrid approaches integrate these techniques with modern AI. The use of
large language models (LLMs) for alert management represents a frontier in ex-
tracting semantic meaning and providing natural language summaries of attack
campaigns [20]. Despite these advances, achieving a balance between the depth of
extracted knowledge, computational efficiency for real-time use, and generaliza-
tion to novel attack sequences remains an open research problem. The interplay
between effective prioritisation and deep knowledge extraction is essential for
building next-generation SOC systems.
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3 Methodology

In this section, we propose the TTP-Guided Event Reconstruction Framework,
which consists of three layers: Semantic Knowledge, Attack Modeling, and Event
Reconstruction, as illustrated in Fig. 1.

① Semantic Knowledge Layer ② Attack Modeling Layer ③ Event Reconstruction Layer

top-k retrieval

① Attacker sources: 10.0.254.201 / 10.0.254.204 /
10.0.254.205 
② Victim asset: 10.0.1.46 
③ Final TTP path: T1059 → T1210 → T1071 →
T1041 
④ Interpretation: multi-source intrusion converges on
the pivot node and leads to final exfiltration.

CTI Reports Raw Alerts

step1: SpectralBlur establishes an
encrypted command channel through
socket ... 
step2: ...SpectralBlur executes shell
commands on the compromised host to
carry out remote operations. 
step3: SpectralBlur can further upload or
download files... 

Candidate Event

Retrieved CTI Templates 

RAG-based Event Refinement 

Victim Correction

Reconstructed Event

CTI Attack Steps

 T1573 → T1059 → T1105

Canonical TTP Paths p1: T1573 → T1059 → T1105 
p2: T1059 → T1071 → T1041

Candidate TTP Paths

SVDD model

Embedding f(·)

SVDD Training

a b
c

de

Candidate Event

Main pipeline

Cross-layer 

Refinement Loop

T1: [T1573 → T1059 → T1105]
T2: [T1059 → T1210 → T1071]
T3: [T1071 → T1041]

Template Index 

p1: T1573 → T1059 → T1105 
p2: T1059 → T1071 → T1041

SVDD Filter

a b
c

de

Alert Graph

Fig. 1. Overall Architecture of the Proposed TTP-Guided Event Reconstruction
Framework

The Semantic Knowledge Layer builds a structured attack knowledge space.
It transforms threat intelligence into template-based TTP paths, embeds them
into vector representations, and trains a Deep SVDD model to learn the dis-
tribution of valid attack patterns. The Attack Modeling Layer constructs can-
didate attack structures from alerts. It organizes alerts into an attack graph,
extracts TTP paths, embeds them into vectors, and applies the trained SVDD
model to filter structurally abnormal paths. The remaining paths are aggregated
into candidate events. The Event Reconstruction Layer refines these candidate
events through retrieval-augmented reasoning. Relevant templates are retrieved
from the knowledge space based on TTP path similarity, and an LLM gener-
ates structured event diagnostics. Victim correction and convergence checks are
applied to ensure consistency.
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3.1 Semantic Knowledge Layer

The purpose of the Semantic Knowledge Layer is to construct a comparable se-
mantic representation of attack behaviors. This representation serves two func-
tions: (1) building a vector retrieval index for template alignment, and (2) learn-
ing the structural distribution of valid attack patterns for anomaly filtering.

Given a threat intelligence report, we employ an LLM to reconstruct explicit
attack processes under a predefined schema constraint. The model extracts one
or multiple attack chains, each represented as an ordered sequence of structured
steps:

C = (s1, s2, . . . , sk) (1)

where each step si contains attack action, involved entities, temporal informa-
tion, mapped MITRE ATT&CK tactic/technique identifiers, and supporting
evidence.

From each extracted chain C, we construct an attack query graph:

G = (V,E) (2)

where each node in V corresponds to a step si, and each directed edge in E
encodes temporal progression according to the original step index. No graph
traversal reordering is performed; the structure preserves the chronological se-
quence extracted from the report.

For structural comparison and retrieval, the query graph G is serialized into
a canonical TTP path:

P = (t1, t2, . . . , tn) (3)

where ti denotes the technique identifier of step si sorted by step index. Be-
fore indexing, the sequence undergoes normalization: unknown or missing tech-
niques are removed, technique identifiers are standardized to the form T1046
or T1059.003, and sub-techniques not present in the known set are optionally
reduced to their base techniques. The resulting normalized sequence is treated
as the canonical structural signature of the template.

Templates sharing the same normalized TTP path P are merged into a single
template identifier. Each template is therefore defined as:

T = (G,P,M) (4)

where M stores aggregated metadata, including supporting instances and textual
evidence from multiple reports.

To obtain a comparable semantic representation, each canonical TTP path
P is embedded into a fixed-dimensional vector:

v = f(P ) (5)

where f(·) denotes the embedding function and v ∈ Rd. For identical normalized
TTP paths, the resulting embedding v is deterministic and reused.
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The embedding vectors v serve two essential roles. First, they are used to
construct a vector retrieval index:

I = {(vi,Mi)}Ni=1 (6)

implemented using FAISS with inner-product search over L2-normalized vec-
tors, which is equivalent to cosine similarity. The index supports top-k nearest-
neighbor retrieval (default k = 5) during downstream reasoning.

Second, the embeddings {vi} are used to train a Deep SVDD model to char-
acterize the structural distribution of valid attack templates. Since the tem-
plate library is derived from curated threat intelligence reports, all templates
are treated as structurally valid samples. Let ϕ(v) denote a neural transforma-
tion and c denote the hypersphere center. The training objective is:

min
W

1

N

N∑
i=1

∥ϕ(vi)− c∥2 (7)

where W represents network parameters. The learned hypersphere defines a com-
pact region corresponding to coherent attack structures in the embedding space.
The decision radius is later determined from the empirical distance distribution
of training samples.

Through this process, the Semantic Knowledge Layer establishes a unified se-
mantic space that simultaneously supports similarity-based retrieval and struc-
tural distribution learning.

3.2 Attack Modeling Layer

The Attack Modeling Layer transforms normalized intrusion alerts into candi-
date attack events through interaction modeling, constrained path extraction,
and structural filtering.

Given a set of normalized alerts, temporally adjacent records are first aggre-
gated into interaction units. We use the following aggregation key:

k(ai) = (src_ip, dst_ip, dst_port ,

app_proto, signature_id , http_method , http_path).
(8)

Alerts with the same key are merged when the time gap between two consecutive
records does not exceed δ.

Based on the aggregated alerts, we construct a directed alert graph Ga =
(Va, Ea), where nodes denote host or service entities and edges denote aggre-
gated interactions. Each edge is assigned a MITRE ATT&CK technique iden-
tifier by first applying rule-based matching and then using the LLM only when
the rule result is unknown. The identified techniques are further mapped into
semantic categories, including RECON, CONTROL, C2, and IMPACT, to guide
constrained path expansion.

Candidate TTP paths are then extracted from Ga using depth-first search
under temporal and semantic constraints. For each path P , we compute its
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semantic embedding v = f(P ) and evaluate its structural consistency with the
trained Deep SVDD model. Specifically, the distance to the learned center is
computed as

d(v) = ∥ϕ(v)− c∥ , (9)

and a path is retained as an inlier if d(v) ≤ R, where R is the decision radius
estimated from the training distribution.

Finally, the retained inlier paths are aggregated into candidate attack events
according to temporal proximity and host-level connectivity.

3.3 Event Reconstruction Layer

While the Attack Modeling Layer enforces structural plausibility through con-
strained path extraction and filtering, structural consistency alone does not
guarantee semantic correctness. The Event Reconstruction Layer therefore in-
troduces retrieval-augmented reasoning to improve attacker–victim coherence
beyond structural validation.

Each candidate event consists of multiple TTP paths grouped by structural
skeleton and temporal proximity. All paths within the group are merged into
a weighted directed event graph Ge = (Ve, Ee), where edges sharing identical
(u, v) are aggregated and weighted by their structural support.

To obtain a coherent retrieval query, a representative attacker-to-victim path
is synthesized directly from the merged event graph. Given attacker A and victim
V , we search for a simple path π from A to V under a maximum depth constraint
and score each candidate by cumulative support:

Score(π) =
∑
e∈π

w(e) (10)

The highest-scoring path is selected, and the dominant TTP on each edge is
used to form the representative TTP path PE .

The resulting path is embedded into the shared semantic space as vE =
f(PE), and similarity retrieval is performed over the template index:

Rk = TopKk(vE , I) (11)

The LLM receives the structured event evidence together with the retrieved
template summaries to refine attacker–victim assignments. If a corrected victim
is supported by the event evidence, the event representation is updated as

E ′ = (A, V ′, {P ′}, ∆t′,L′) (12)

and reconstruction is repeated until convergence or a predefined iteration bound
is reached.
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4 Experiments

In this section, we evaluate the proposed framework from three aspects: overall
effectiveness, module contribution, and qualitative correctness. Specifically, we
examine whether the framework can reconstruct coherent attack events from
noisy intrusion alerts, whether its two key modules, SVDD-based structural fil-
tering and RAG-based semantic refinement, provide measurable improvements,
and whether the recovered events are consistent with known attack structure,
role assignments, and stage progression in representative scenarios.

Since the datasets used in this study do not provide ground-truth attack
chains, the evaluation focuses on structural plausibility, semantic consistency,
and end-to-end reconstruction quality rather than supervised accuracy alone.
Accordingly, we formulate the following research questions (RQs):

– RQ1: How effective is the proposed framework in reducing alert redundancy
and reconstructing coherent attack events from noisy intrusion alerts? (Sec-
tion 4.2)

– RQ2: What is the contribution of the two key modules in the framework,
namely SVDD-based structural filtering and RAG-based semantic refine-
ment? (Section 4.3)

– RQ3: Can the reconstructed attack event correctly reflect the known attack
structure, role assignments, and stage progression in a representative real-
world attack scenario? (Section 4.4)

4.1 Experimental Setup

Datasets We evaluate the proposed framework on three publicly available in-
trusion alert datasets, namely CPTC-2017, CPTC-2018, and CCDC-2018. These
datasets are collected from realistic cyber range exercises and contain multi-stage
intrusion behaviors. All samples are provided in the form of Suricata alerts, in-
cluding timestamps, source and destination IP addresses and ports, and alert
signature identifiers. Table 1 summarizes the basic statistics of the adopted
datasets.

Table 1. Experimental Dataset Summary

Property CPTC-2017 CPTC-2018 CCDC-2018
# alerts 43,611 330,270 1,052,281
# teams 9 6 –
# IPs 494 42 2,138
Duration (hours) 11 9 25
Dataset type Penetration Testing Penetration Testing Blue-Team Testing

Since these datasets do not provide ground-truth attack chains, our eval-
uation does not rely on direct chain-matching accuracy. Instead, we focus on
structural plausibility, noise reduction capability, and semantic consistency.
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From Alert Flood to Actionable Intelligence 9

All experiments follow the three-layer framework described in Section 3. The
Semantic Knowledge Layer is trained using attack templates extracted from
publicly available cyber threat intelligence reports describing real-world attack
campaigns. The CTI corpus is independent of the evaluated alert datasets, en-
suring that no evaluation alerts are involved in template construction or SVDD
training.

Canonical TTP paths derived from the CTI templates are embedded using
the text-embedding-3-small model and used to train a Deep SVDD model.
The decision radius R is determined during training as the (1 − ν)-quantile of
the training distance distribution, where ν = 0.2 in all experiments.

For alert-side processing, raw alerts are first aggregated using a time-window
parameter of δ = 600 seconds. Aggregated interactions are then mapped to
MITRE ATT&CK techniques through rule-based inference, with LLM assistance
applied only when rule matching fails. Candidate TTP paths are extracted using
constrained depth-first search with a maximum hop limit of 5.

All candidate paths are embedded using the same embedding function f(·)
and evaluated by the trained SVDD model. Structurally consistent paths are
further aggregated into candidate events. Similarity retrieval is implemented
with FAISS using inner-product search over L2-normalized vectors, which is
equivalent to cosine similarity. For each event, the top-k nearest templates are
retrieved with k = 5. Unless otherwise stated, all parameters are fixed across
datasets.

Metrics Because no ground-truth attack chains are available, we evaluate the
proposed framework using indirect metrics that reflect structural filtering quality,
event-level coherence, and semantic refinement effectiveness.

To measure the effect of structural filtering, we report the structural reduc-
tion rate (SR):

SR = 1− |P ∗|
|P |

, (13)

where |P | denotes the number of candidate paths before SVDD filtering and |P ∗|
denotes the number of retained paths after filtering.

To characterize the continuity of reconstructed paths, we report the average
path length (APL):

APL =
1

|P ∗|

|P∗|∑
i=1

|Ci|, (14)

where |Ci| denotes the number of stages in the i-th retained path. A larger APL
indicates that longer multi-stage attack progressions are preserved after filtering.

We also report the TTP retention ratio (TR):

TR =
|Tfinal|

|Tcandidate|
, (15)

where |Tcandidate| and |Tfinal| denote the numbers of TTP instances before and
after structural filtering, respectively.
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At the event level, we evaluate attacker–victim coherence using role consis-
tency and stage integration using stage coverage. Role consistency measures the
proportion of reconstructed events whose attacker–victim assignments remain
semantically coherent after event-level fusion. Stage coverage measures the pro-
portion of reconstructed events that preserve the expected multi-stage attack
progression, especially the joint presence of key stages such as CONTROL, C2,
and IMPACT.

For semantic refinement, we report the victim correction rate (VCR), which
measures the proportion of reconstructed events whose victim assignment is
corrected after RAG-based refinement.

In the ablation study, we additionally report the number of retained paths
|P ∗| and the number of reconstructed events |E| to show how each module affects
the scale of the remaining candidate space and the granularity of the final event
reconstruction.

4.2 Quantitative Evaluation (RQ1)

To answer RQ1, we present quantitative results on the effectiveness of the pro-
posed framework in suppressing noisy candidate paths and reconstructing co-
herent attack events.

Table 2 shows that structural filtering substantially reduces candidate TTP
paths in CPTC-2018 and CCDC-2018, with structural reduction rates of 79.85%
and 55.48% respectively. This indicates that a large portion of the extracted
paths do not conform to structurally plausible attack patterns and can be effec-
tively removed before event reconstruction. Although stage-wise reductions are
observed after filtering, CONTROL, C2, and IMPACT remain detectable across
all datasets, suggesting that the proposed constraints mainly suppress weakly
supported paths rather than systematically removing critical attack evidence.

Table 2. Candidate path reduction after structural filtering.

Dataset Before After Reduction (%)

CPTC-2017 484 264 54.54
CPTC-2018 268 54 79.85
CCDC-2018 2790 1242 55.48

Table 3 further shows that event-level fusion consistently improves attacker-
victim role consistency across all datasets, with the most substantial gain ob-
served on CCDC-2018. Its effect on stage coverage is more dataset-dependent:
fusion improves stage integration in CPTC-2018, whereas the stage coverage of
CPTC-2017 decreases slightly after fusion due to the removal of weak or isolated
evidence. In CCDC-2018, complete CONTROL-C2-IMPACT coverage remains
absent both before and after fusion, indicating that attack evidence is more
strongly fragmented across paths in this dataset. Overall, these results show
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that the proposed framework effectively reduces alert-induced path noise while
improving the coherence of reconstructed attack events.

Table 3. Role consistency and stage coverage before and after event-level fusion (%).

Dataset Role Consistency Stage Coverage

Before After Before After

CPTC-2017 18.6 46.3 12.5 6.4
CPTC-2018 57.4 83.3 18.5 25.0
CCDC-2018 25.1 97.0 0.0 0.0

4.3 Ablation Study (RQ2)

To answer RQ2, we ablate the two major components of the proposed frame-
work, namely the SVDD-based structural filtering module and the RAG-based
semantic refinement module. Since the two components operate at different
stages of the pipeline, we analyze their contributions from both the structural
and event-level perspectives. Table 4 reports the ablation results of different
variants across the three datasets. The symbol “–” denotes either an unchanged
value with respect to the Full model or a metric that is not applicable in that
setting.

Table 4. Ablation results of the proposed framework.

Dataset Variant |P ∗| |E| APL TR VCR

CPTC-2017
Full 264 188 3.79 0.63 0.60
w/o SVDD 484 339 3.27 1.00 –
w/o RAG – 188 – – 0.00

CPTC-2018
Full 54 12 3.41 0.24 0.58
w/o SVDD 268 116 2.87 1.00 –
w/o RAG – 26 – – 0.00

CCDC-2018
Full 1242 165 3.55 0.54 0.38
w/o SVDD 2790 1033 2.94 1.00 –
w/o RAG – 606 – – 0.00

Table 4 shows that removing SVDD substantially enlarges the retained path
set and increases the number of reconstructed events across all datasets. It also
reduces APL, indicating that the SVDD-based filtering module suppresses struc-
turally weak path combinations while preserving more coherent multi-stage at-
tack progressions. This effect is especially pronounced on CCDC-2018, where the
candidate space is much larger and structural control becomes more important.
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In contrast, removing RAG leaves the structural metrics unchanged but in-
creases the number of fragmented events and reduces VCR to zero. This indi-
cates that the RAG-based module does not alter the underlying path topology,
but instead improves event consolidation and attacker–victim assignment at the
semantic level.

Overall, the ablation results show that the two modules contribute in comple-
mentary ways. SVDD improves structural quality by constraining the candidate
search space, whereas RAG improves semantic quality by consolidating event
representations and refining attacker–victim assignments.

4.4 Case Study (RQ3)

To answer RQ3, we present a representative case from the CPTC-2018 dataset
to examine whether the reconstructed event is consistent with the known attack
background and the expected attacker-victim structure.

According to the public competition description and the S-PDFA report,
hosts 10.0.254.201, 10.0.254.204, and 10.0.254.205 correspond to different red-
team attack sources, while 10.0.1.46 is the victim asset. As shown in Fig. 2, the
reconstructed result exhibits a clear multi-source converging structure: differ-
ent attack sources establish interactions with node 10.0.0.24 through execution
and exploitation behaviors (T1059 and T1210) as well as command-and-control
communication (T1071), and the intermediate node then transfers data to the
victim asset 10.0.1.46 via T1041. This recovered structure is consistent with the
expected progression from parallel intrusion attempts to core-node convergence
and final exfiltration.

Fig. 2. A representative multi-source converging attack event reconstructed from
CPTC-2018. The recovered structure is consistent with the known attacker-victim roles
and stage progression in the exercise scenario.

At the intermediate stages of reconstruction, the corresponding alert region
contains multiple heterogeneous alerts generated by different source hosts. After
alert aggregation, these alerts are condensed into interaction-level edges with
mapped TTP evidence. Candidate path generation further enumerates several
topologically reachable path variants, including short partial paths and struc-
turally incomplete combinations. After SVDD-based filtering, only those paths
that preserve plausible stage continuity are retained, which suppresses frag-
mented variants and preserves the main four-step attack progression.
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Finally, event-level reconstruction consolidates the retained paths into a uni-
fied attack event centered on node 10.0.0.24. In the final result, the attacker-side
sources, the intermediate compromised node, and the downstream victim are
organized into a coherent attacker-victim structure that matches the known at-
tack background. Therefore, this case suggests that the proposed framework does
not merely produce a plausible event representation, but can recover an attack
structure that is consistent with the actual exercise scenario.

Overall, this case study provides qualitative evidence that the proposed
framework can recover attack-event structure, role assignments, and stage pro-
gression that are consistent with a representative multi-source attack scenario.

5 Conclusion

In this paper, we proposed a TTP-Guided Event Reconstruction Framework for
reconstructing coherent attack events from large volumes of intrusion alerts. By
introducing CTI-derived canonical TTP paths into the reconstruction process,
the framework connects threat knowledge with alert-side interaction evidence
and supports structure-aware attack-event recovery.

Experiments on three public cyber range datasets show that the proposed
framework can effectively suppress noisy candidate paths and improve attacker–
victim coherence in reconstructed events. The ablation study further demon-
strates that the two key modules play complementary roles: SVDD-based fil-
tering improves structural quality, while RAG-based refinement enhances event
consolidation and role assignment. In addition, the case study shows that the
reconstructed event is consistent with the known attack background and stage
progression in a representative attack scenario.

Although the current evaluation is limited by the absence of ground-truth
attack chains in public datasets, the results suggest that TTP sequences provide
an effective semantic bridge between CTI knowledge and alert observations.
In future work, we will further evaluate the framework on datasets with more
explicit attack-chain annotations.
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