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Abstract. Smart cities optimize traffic management and vehicle com-
munication through Intelligent Transportation Systems (ITS), with Ve-
hicular Ad-hoc Networks (VANET) serving as a core infrastructure.
In these environments, security vulnerabilities can severely impact the
smart city traffic system, leading to traffic congestion, blockage of emer-
gency vehicle routes, and disruption of autonomous driving systems. Un-
fortunately, identifying security vulnerabilities of the system in VANET
is complex due to various attack types and the dynamic nature of the net-
work, requiring systematic verification techniques for effective analysis.
Recently, Nath et al. proposed an authentication protocol for VANETSs
using LWE-based lattice signatures and tokens, however the protocol has
not been sufficiently validated. This study utilizes AVISPA (Automated
Validation of Internet Security Protocols and Applications) to analyze
Nath et al.’s protocol. AVISPA, an automated security verification tool
based on the Dolev-Yao(DY) attacker model, is effective in assessing vari-
ous threats such as replay attacks and man-in-the-middle attacks, making
it ideal for evaluating security in the VANET environment. The security
analysis reveals that the protocol is vulnerable to multiple attacks due
to the lack of message freshness verification and user authentication. To
address these vulnerabilities, we propose countermeasures to enhance
message freshness verification and user authentication mechanisms, and
validate the improved protocol’s security through AVISPA simulation.
Finally, we verify the security of the authentication scheme which is ap-
plied the countermeasures through AVISPA. The result shows that the
security of smart city vehicular networks can be strenghtened through
AVISPA-based security verification and this can provide valuable insights
for desining security protocols in smart cities.

Keywords: Intelligent Transportation System - Vehicular Ad-hoc Net-
works - Lattice-based cryptography - security protocol analysis - AVISPA
simulation - sybil attack - eclipse attack

1 Introduction

Smart cities achieve efficient urban operations through Intelligent Transporta-
tion Systems (ITS), which optimize traffic management and facilitate seamless
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vehicle communication[6]. Vehicular Ad-hoc Networks (VANET) play a criti-
cal role in the transportation infrastructure of smart cities, enabling real-time
data exchange between vehicles (V2V) and between vehicles and infrastructure
(V2I). This allows for the optimization of traffic flow, accident prevention, and
the enhancement of emergency response systems|[14]. Furthermore, VANET is
also employed in various user-centric services such as road traffic load balancing,
3D navigation, and in-vehicle entertainment services[9].

However, if security vulnerabilities exist in VANET, a smart city’s traffic
management system could be significantly affected by malicious actors. For in-
stance, replay attack or sybil attack[4] could disseminate false traffic information,
leading to large-scale congestion or malfunctioning emergency vehicle priority
systems. Additionally, an eclipse attack[8] that isolates a specific vehicle from
the network could mislead autonomous vehicles into making incorrect decisions,
potentially resulting in severe accidents. Thus, ensuring the security of VANET
in smart cities is not only essential for traffic management but also crucial for
maintaining overall urban stability and trust. To address these security chal-
lenges, robust authentication mechanisms are required, and it is critical to assess
whether existing approaches provide sufficient security in VANET environments.

The previously proposed authentication methods in the VANET environ-
ment provide security using cryptographic algorithms based on mathematical
challenges such as the discrete logarithm problem or integer factorization, like
Rivest-Shamir-Adleman (RSA) and Elliptic-Curve Cryptography (ECC)[5, 18,
21]. However, with advancements in quantum algorithms, their vulnerabilities
have become increasingly apparent|7, 19]. To address this issue, Nath et al. (2024)
[15] proposed an authentication scheme that integrates a lattice-based signature
mechanism based on the Learning With Errors (LWE) problem and a token-
based authentication approach. This scheme claims to enhance anonymity using
pseudo-identities and to enable fast authentication via a token-based mechanism.
However, our analysis reveals that this approach is vulnerable to various attacks,
including replay attack, impersonation attack, insider attack, table leakage at-
tack, denial-of-service (DoS) attack, eclipse attack, and sybil attack.

In this paper, we review the lattice-based authentication protocol proposed
by Nath et al. and conduct a formal simulation analysis using the Automated
Validation of Internet Security Protocols and Applications (AVISPA)[1] version
1.6 tool. This formal analysis method is effective for evaluating protocol security
[10,11,16,17,20]. Finally, we demonstrate that this scheme is not suitable for
real-world VANET environments and provide recommendations to address its
vulnerabilities and enhance security.

2 Preliminaries

2.1 System model

In a VANET environment, authentication and message exchange involve trusted
entities such as the Trusted Authority (TA), Road Side Unit (RSU), and On-
board Unit (OBU). The TA oversees information exchange and ensures secure
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communication over wireless media after vehicle registration. The RSU serves
as infrastructure, managing vehicle authentication and parameters, while the
OBU utilizes these functions to communicate with RSUs or other vehicles. In a
high-speed vehicular environment, authentication must occur with minimal de-
lay, necessitating advanced security designs. The overall system model is shown
in Figure 1.

(D-1 TA initialization

((( ))) (D-2 RSU initialization mo
é é —_—
(2) V2I Authentication
(1-3 OBU initialization

& (3) V2V Authentication ﬁ
—_—
o e o e

Fig. 1: System model

2.2 Threat Model

Nath et al. conducted a security analysis using the Dolev-Yao (DY) [3] and
Canetti-Krawczyk (CK) [2] attacker models. The attackers in the DY and CK
models possess the following capabilities:

— The attacker can eavesdrop, intercept, modify, delete, and manipulate mes-
sages transmitted over public channels.

— The attacker may guess the legitimate user’s identity or password but cannot
accurately guess both simultaneously.

— The attacker can compromise security by launching impersonation attack,
replay attack, and man-in-the-middle attack.

— These models assume perfect cryptographic primitives, meaning encrypted
messages are infeasible to decrypt without the corresponding key.

— The attacker can leak certain secret information, such as temporary nonces
and session keys.

2.3 Lattice-Based Cryptography

Lattice-based cryptography provides strong resistance against quantum attacks
due to the computational hardness of solving problems like the Shortest Vec-
tor Problem (SVP) and Learning With Errors (LWE) [12]. These problems are
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computationally hard even for quantum computers, making lattice-based cryp-
tography a promising alternative to classical public-key systems. A widely used
encryption method relies on the LWE problem, where messages are encoded us-
ing a random matrix A, a secret key sek, and an error term e [13]. The encryption
process follows:

c= (A, |A-sek + e+ encode(m)]). (1)

For decryption:
m = decode(|g] — A - sek). (2)

Here, |.] denotes a rounding function that maps a point a € R™ onto a lattice
code (A, [.]n):
a=lala+ [a]a, (3)

where |a]s € A is the quantized lattice point and [a]4 € VA represents
the rounding error. This transformation ensures efficient message encoding with
minimal decoding errors.

2.4 AVISPA

To formally verify the proposed protocol, we utilize AVISPA[1], a widely used
tool for security assessment. AVISPA is a well-known simulation tool for ver-
ifying the security of internet protocols and applications, particularly effec-
tive in evaluating vulnerabilities such as replay attack and man-in-the-middle
attack. This tool employs code written in the High-Level Protocol Specifica-
tion Language (HLPSL) and utilizes four backend models: Constraint-Logic-
Based Attack Searcher (CL-AtSE), On-the-Fly Model Checker (OFMC), SAT-
Based Model Checker (SATMC), and Tree-Automata-Based Protocol Analyzer
(TA4SP). To assess the security properties of the protocol, the HLPSL code is
first converted into an intermediate format using the HLPSL2IF translator, after
which the backend models perform the verification.

3 Review of Nath et al.’s Scheme

This section provides an overview of the model proposed by Nath et al. The
scheme is divided into three processes: the initialization phase, authentication
in V2I (authentication for token issuance), and authentication in V2V and
V2I(authentication for communication).

3.1 System initialization

This section outlines the initialization process for each entity involved in the
system. Before mutual authentication and message exchange, every entity must
undergo an initialization phase. Once a vehicle completes the registration process
with the TA, the TA generates and periodically updates a Regpyp table con-
taining the vehicle’s master public key and pseudo-ID. This table is maintained
in the RSU. By maintaining this table, the need for digital certificate exchange
between the RSU and OBU is eliminated. The details are as follows.
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TA initialization The TA, equipped with high computational capabilities, se-
lects and distributes the necessary parameters for secure key exchange among the
entities. First, it selects two distinct matrices, A € Z7"*" and A e Zq*™. Then,
it chooses a secret key sek from the distribution Zf;m and computes the public
key Pub = A’.sek. Subsequently, the TA selects a lattice code pair X, (|.])x for
error correction and another lattice code pair Y, (|.])y for quantization. Next,
it selects two hash functions: Hy : Z]" — Z4 and H> : 0, 17Z,. Finally, it sets
the public parameters as m,n, q, A, Pub, Hy, Hs.

RSU initialization The r-th RSU is identified by its unique identity, RSU,..
Under the supervision of the TA, the RSU selects its secret key rsek, from
™ € Zy and computes its public key as rpub, = A’.rsek,. The RSU, receives
from the TA the identities and public keys of nearby RSUs (e.g., RSU,, RSU,),
along with the lattice code pairs X, (|.|)x, Y,(|.])y, and the hash functions
H; and Hs. Finally, the RSU stores its key pair (rsek,,rpub,), the error term
(err — a™), and the lattice codes X, (|.])x, Y, (|.])y in inactive memory. The
public parameters are then set as {RSU,., A, rpub,, Hy, H2}.

OBU initialization The i-th vehicle, or OBU;, must undergo a registration
process through the TA. The OBU; receives the following parameters from the
TA: the real identity real;, the master secret key msek,;, the master public
key mpub,; = A.msek,;, the secret key sek,;, the public key pub,; = A’.sek.;,
the pseudo-identity PID; = (PID;;, PID;s), where PID;; = Hy(real;) and
PID;s = real; @ Hy(sek), and the list of active RSUs within a specific region,
Listgsy. Next, the OBU; stores the hash functions Hy, Hs and the lattice codes
X, ([.)x, Y,([.])Y in non-volatile memory, and sets {PID;, A, pub,;, H1, Hy}
as the public parameters.

3.2 Authentication in V2I

Before communicating with other vehicles, a fully registered OBU must receive
a token from the RSU. The authentication and token exchange process between
the RSU and OBU is illustrated in Figure 2, and the detailed procedure is as
follows.

First, the j-th RSU, denoted as RSUj;, broadcasts a beacon message con-
taining its identity RSU; and public key rpub;. Upon receiving the broad-
casted message, OBU; verifies whether RSU; is listed in Listpgy. If the ver-
ification is successful, O BU; generates a timestamp ¢; and constructs a message
M1 = {PID;,t;,RSU;}, where PID, is its pseudo-identity, and sends it as a
response.

Next, RSU; checks whether PID; exists in the Regprp table. If a match is
found, it retrieves the master public key of the corresponding O BU;, denoted as
mpuby;, and computes hg = H;(mpub,;). Then, using the identities and public
keys of neighboring RSUs aligned in a straight path, it generates the token as
p = Ha(RSU,||rpub; || RSUL||rpubk| |[RSTU,||rpuby| | At).
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RSUj OBUi
broadcast RSUj, rpub;

check RSU; in Listrsu
generate timestamp ¢;
PID;,t;, RSU;
PR

check PIDi in RegP[D
calculate
ho = H1 (mpubm')
p = Hz(RSUj||rpub; || RSU||rpuby || RSU||rpuby || At)
C = encrypt(p)
ho, A,C
-y
calculate
hz) = Hq(mpuby;)
check hg = h(’J
decrypt(C) = p

Fig.2: V2I Authentication phase of Nath et al.’s scheme.

The RSU then encrypts the generated token using the master public key of
OBU;, computing C = encrypt(p), and transmits {hg, A, C} to OBU;.

Upon receiving {hg, A,C}, OBU; computes h{ = H;y(mpub,;) using its own
master public key and verifies whether hg = h{. If the verification succeeds,
OBU; decrypts C using its master secret key to obtain p = decrypt(C).

3.3 Authentication in V2V and V2I

Once OBU;j obtains the token p from a nearby RSU, it becomes eligible to com-
municate with other vehicles. To initiate communication with another vehicle,
OBUj follows the process outlined below.

First, OBU; computes v; = mesk,;.p and generates a timestamp ¢;. It then
performs a hash operation on the message msg, p, and t; to compute 3; =
Hy(msgl|p||t;||PID;1). Subsequently, it generates the signature as sign; = 8; +
Vi

Next, OBUj constructs the message containing the destination information
dest and the message M SG = {msg, PID;, sign;, 5;, mpub,;,t;}. This message
is then broadcasted over the wireless communication medium to be received by
OBUj.

Upon receiving {dest, MSG}, OBU}, verifies the timestamp ¢; and com-
putes Sy, = Ha(msg||p||t;||PID;1) using the received information. It then checks
whether 8 = ;. If the values match, OBU, verifies OBU;’s signature using the
equation A.sign; = A.f + mpub,;.p. If the signature verification is successful,
OBUy}, considers the message from OBUj to be valid. Otherwise, it discards the
message.

This authentication process is not limited to a single vehicle. It is performed
dynamically during V2V communication, allowing multiple vehicles to exchange
messages simultaneously. Additionally, vehicles can transmit messages to the
RSU, which can verify the authenticity of these messages using the previously
described verification process.
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4 Security weakness of Nath et al.’s Scheme

This section demonstrates that Nath et al.’s scheme is vulnerable to replay at-
tack, impersonation attack, insider attack, table leakage attack, DoS attack,
eclipse attack, and sybil attack. The vulnerabilities are analyzed using both for-
mal and informal methods.

4.1 Formal Analysis Using AVISPA tool

HLPLS Specifications To verify the security of the protocol, HLPSL code
was written for each entity involved in the communication process. The code is
categorized based on the roles of the entities: TA (Figure 3 (a)), RSU (Figure 3
(b)), and OBU (Figures 3 (c)). Finally, the session and environment details are
shown in Figure 3 (d).

The registration process for RSUs and OBUs corresponds to transitions 1 and
2 in the code. To ensure that the registered public keys can be effectively utilized
in the protocol, each entity (TA, RSU, and OBU) receives its public key as a pa-
rameter. The public keys of TA, RSU, and OBU are denoted as PK;, PK,., PK;,
respectively, while the master public key of OBU is represented as M PK;. In
transition 1 of the RSU, SND(RSU;, PK,) signifies the stage in the V2I au-
thentication process where the RSU broadcasts its information. After receiving
this message, the OBU sends an authentication request message PI1D;,t;, RSU;
to the RSU, which corresponds to SND(T%', PIDil, PIDi2, RSUj') in transi-
tion 3. Upon receiving this message, the RSU generates a token, encrypts it,
and transmits it to the OBU. This process occurs in transition 4, and the trans-
mission to the OBU is represented as SND(H1(MPK;), Token', Tokenypk; ).
Finally, the process in which the OBU receives the encrypted message is de-
scribed in transition 5. To evaluate the protocol’s security, authentication is
performed using witness() and request() functions during the message transmis-
sion and reception process. The protocol identifiers authy, autho, and auths are
used in conjunction with witness() and request() to verify whether the authenti-
cation process is correctly executed. Lastly, the code defined in the Goal section
is used to verify that the protocol’s overall authentication process is properly
conducted.

Simulation Results The results of executing the AVISPA simulation on the
previously defined HLPSL code are shown in Figure 4. The simulation results
confirm that the scheme proposed by Nath et al. is not secure against replay at-
tacks and man-in-the-middle (MITM) attacks. The specific points where issues
arise can be identified in the Goal section. This analysis allows for the identifica-
tion of authentication vulnerabilities within the protocol and provides valuable
insights for developing security enhancements.
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role
role_TA(TA:agent,RSU:agent,0BU:agent,PKt:public_key,MPKi:public_k
ey, PKi:public_key,PKr:public_key,Key_set_TA_RSU:(symmetric_key)
set,Key_set_TA_OBU:(symmetric_key) set,SND,RCV:channel(dy))
played_by TA
def=

local

State:nat,Reali:text,PIDil:text, A:text, NN:text, MM:text,QQ:text,PIDi2:
text,Key_2:symmetric_key,Key_1:symmetric_key
init
State := 0
transition
1. State=0 /\ RCV(start) =|> State":=1
N A:=new() /\ QQ":=new() /\ NN":=new() /\ MM":=new()
N Key_1:=new() /\
Key_set_TA_RSU":=cons(Key_T',Key_set_TA_RSU)
/\ SND{MM'.NN'.QQ". A" PKt} Key 1)

N\ Reali=new() /\ PIDi2":=new() /\ PIDi1":=new() /\ Key_2":=new()

N\ Key_set_TA_OBU":=cons(Key_2',Key_set_TA_OBU)

\ SND{MM'.NN'.QQ’. A", PKt.MPKi.PKi.PIDiT PIDi2".Reali'}_Key_2')
end role

(3a) TA's role.

role
role_OBU(TA:agent,RSU:agent,0BU:agent, PKt:public_key,MPKi:publi
c_key,PKi:public_key, PKr:public_key,Key_set_TA_OBU:
(symmetric_key) set,SND,RCV:channel(dy))
played by OBU
def=

local

State:nat,Reali:text, A:text, NN:text, MM:text, QQ:text,RSUj: text,PIDil:t
extTi:text,PIDi2:text, Token:text,H:hash_func Key_1:symmetric_key
init
State:=0
transition
2. State=0 /\ in(Key_1",Key_set_TA_OBU)
A RCV({{MM'.NN'.QQ'. A" PKt.MPKi.PKi.PIDi1".PIDi2".Reali'’}_Key_1")
=|> State":=1
\ Key_set_TA_OBU":=delete(Key_1',Key_set_TA_OBU)

3. State=1 /A RCV(RSUj".PKr) =|> State':=2
N\ request(OBU,RSU,auth_1,RSUj)

A Ti'=new()

/\ SND(Ti".PIDi1.PIDi2.RSU;j")

N\ witness(OBU,RSU,auth_2,PIDi1)

5. State=2 /\ RCV(H(MPKi).Token'{Token'}_MPKi) =|> State":=3

N\ request(OBU,RSU,auth_3,Token")
end role

(c) OBU’s role.

role
role_RSU(TA:agent,RSU:agent,0BU:agent,PKt:public_key,MPKi:public
_key,PKi:public_key,PKr:public_key,Key_set_TA_RSU:(symmetric_key)
set,SND,RCV:channel(dy))
played_by RSU
def=

local

State:nat,QQ:text, MM:text, NN:text, A:text, RSUj:text, PIDil:text, Ti:text
,PIDi2:text,Token:text,H:hash_func Key_1:symmetric_key
init
State := 0
transition
1. State=0 A\ in(Key_1" Key_set_TA_RSU)
/\RCV{MM".NN".QQ"A"PKt}_Key_1') =[> State":=1
/\ Key_set_TA_RSU":=delete(Key_I',Key_set_TA_RSU)

/\ SND(RSUj.PKr)
/\ witness(RSU,0BU,auth_1,RSUj)

4, State=1 f\ RCV(Ti".PIDiT’.PIDi2"RSUj) =|> State':=2
/\ request(RSU,0BU,auth_2,PIDiT)
/\ Token":=H(RSUj.PKr.Ti')
/\ SND(H(MPKi). Token'.{Token'}_MPKi)
/\ witness(RSU,0BU,auth_3 Token’)
end role

(b) RSU’s role.

role
session(TA:agent,RSU:agent, OBU:agent, PKt:public_key, MPKi:public_k
ey, PKi:public_key,PKr:public_key,Key_set_TA_RSU:(symmetric_key)
set,Key_set_TA_OBU:(symmetric_key) set)
def=

local

SND3,RCV3,SND2,RCV2,SND1,RCV1:channel(dy)
composition

role_OBU(TA,RSU,0BU,PKt,MPKi,PKi,PKr,Key_set_TA_OBU,SND3,RCV3
YA
role_RSU(TA,RSU,0BU,PKt,MPKi,PKi,PKr,Key_set_TA_RSU,SND2,RCV2)
A

role_TA(TA, RSU,0BU,PKt, MPKi,PKi,PKr, Key_set_TA_RSU,Key_set_TA_O
BU,SND1,RCV1)

end role

role environment()
def=
const

pki:public_key,pkt:public_key,trust:agent,hash_0:hash_func,obu:agen
t,rsu:agent,mpki:public_key, pkr:public_key,auth_1:protocol_id,auth_2:
protocol_id,auth_3:protocol_id
intruder_knowledge = {trust,rsu,obu,pkt,mpki,pki,pkr}
composition
session(trust,rsu,obu, pkt,mpki,pki,pkr,{}.{}
end role

goal
authentication_on auth_1
authentication_on auth_2
authentication_on auth_3
end goal

environment()

(d) Session, Environment, and Goal.

Fig. 3: HLPSL code
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SUMMARY % OFMC

UNSAFE % Version of 2006/02/13
SUMMARY
DETAILS UNSAFE
ATTACK_FOUND DETAILS
TYPED_MODEL ATTACK_FOUND
PROTOCOL
PROTOCOL . /home/spar uite/results/pi ol.if
/horr ol.if GOAL
authentication_on_auth_1
GOAL BACKEND

Authentication attack on (rsu,obu,auth_2,PIDi1(8)) OFMC

COMMENTS

STATISTICS
parseTime: 0.00s
searchTime: 0.00s
visitedNodes: 2 nodes
depth: 2 plies

BACKEND
CL-AtSe

STATISTICS

Analysed : 2 states
Reachable : 2 states
Translation: 0.00 seconds
Computation: 0.00 seconds

(a) CL-AtSe (b) OFMC

Fig.4: AVISPA execution results

4.2 Informal analysis

This section demonstrates, through logical security analysis, that the scheme
proposed by Nath et al. is vulnerable to replay attack, impersonation attack,
insider attack, table leakage attack, DoS attack, eclipse attack, and sybil attack.

Replay attack

1. An attacker may capture and replay broadcast messages originating from
RSU;. OBU; cannot verify the generation time of the broadcast message
or authenticate its sender. As a result, the attacker can impersonate RSU;
through a replay attack.

2. An attacker can record the message M; sent by OBU;, modify only the
timestamp, and replay it. RSU; does not verify the sender of message M.
Consequently, the attacker can impersonate O BU; using a replay attack.

Impersonation attack

1. An attacker can generate a broadcast message for RSU; using publicly avail-
able information, such as RSU; and rpub;. OBU; cannot verify the sender
of the broadcast message, making it possible for the attacker to impersonate
RSU;.

2. An attacker can generate message M; using publicly available information,
such as PID; and RSU;. RSUj; is unable to distinguish the actual sender of
message M, allowing the attacker to impersonate O BU;.

Insider attack A malicious user who has completed the legitimate registration
process can obtain mpub,; through V2V communication. Using the acquired
master public key of another vehicle, the attacker can generate hg, A,C and
send them to the OBU;. Since OBU; cannot verify the sender of the received
message, the attacker can impersonate RSU;.
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Table leakage attack An attacker can compromise the stored table of RSU;
and obtain critical parameters. Using the extracted values, including mpub,;,
RSU;, and rpub;, the attacker can generate hgp, A,C and send them to OBU;.
Since OBU; cannot verify the sender of the received message, the attacker can
impersonate RSU;.

DoS attack

1. An attacker can record and replay the broadcast message from RSU; or
generate a new broadcast message using publicly available information, then
repeatedly send it to OBU;. Since OBU; does not perform message verifica-
tion, it is vulnerable to DoS attack.

2. An attacker can record and replay message M; sent by OBU; or generate
a new one, then repeatedly send it to RSU;. Since RSU; does not verify
incoming messages, it is susceptible to DoS attack.

Eclipse attack An attacker capable of impersonating RSU; can generate and
transmit a manipulated token p to OBU;. Since OBU; cannot detect the alter-
ation, it proceeds with V2V communication using the compromised token. As a
result, OBU; with the manipulated token is unable to communicate with legit-
imate vehicles and becomes isolated within the network. In smart city environ-
ments, this type of attack could have severe consequences by isolating emergency
vehicles, preventing them from receiving critical updates on optimal routes, or
delaying first responders. This could directly impact urban safety and traffic
management efficiency.

Sybil attack

1. An OBU that has received a manipulated token from an attacker imperson-
ating RSU; may also receive a V2V message dest, M SG from a fake vehicle
created by the attacker. In this case, the OBU authenticates the fake vehi-
cle’s message using the compromised token. Since OBU, cannot distinguish
between legitimate and fake vehicles, it accepts dest, M SG from the fake
vehicle as valid information.

2. A malicious user who has completed legitimate registration can utilize a
token obtained through the V2I process along with fabricated vehicle infor-
mation to generate dest, M SG and send it to OBU;. Since OBU; verifies
messages solely based on the received information and token, it cannot de-
termine whether the sender is a real or fake vehicle. Consequently, O BU;
accepts dest, M SG from the fake vehicle as legitimate.

In large-scale smart cities, a sybil attack can significantly disrupt intelligent
traffic management systems by allowing attackers to manipulate traffic data,
leading to artificial congestion, inefficient routing, and delays in automated traffic
flow optimization.
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5 Security Fixes

The scheme proposed by Nath et al. demonstrates significant security vulnera-
bilities primarily due to the lack of message freshness verification and absence
of user authentication mechanisms. As a result of these weaknesses, an attacker
can ultimately isolate users from the legitimate network and force them to ac-
cept only manipulated information. These critical security flaws are discussed in
detail in Section 4.

Nath et al. claimed that their scheme enables fast and secure communication
using tokens. However, the absence of message freshness checks, and the lack
of a user authentication mechanism leaves the entire network highly vulnerable.
Therefore, it is essential to design a method that ensures message freshness and
incorporates a user authentication process to enhance network security.

To address the security issues identified in the protocol by Nath et al., we
propose the following key guidelines.

Solution 1. According to Section 3.2, RSU; transmits only its identity and public
key during broadcasting. To prevent RSU; impersonation attack, a timestamp
and a signature mechanism can mitigate various attack. The detailed process is
as follows.

RSU; generates a timestamp t; and signs it using its secret key rsek; to create
the signature value tsign; = t; + rsek;. Then, RSU; constructs the broadcast
message as {RSU;, rpub;,tsign;,t;}.

Upon receiving the broadcasted message, OBU; first checks the freshness
of the message using ¢;. It then verifies the signature by computing A.tsign; =
A.tj+rpub;. Through this process, OBU; can defend against replay attack, RSU
impersonation attack, and DoS attack. The generated signature value remains
valid for a certain period during RSU broadcasting and is updated when the
token is refreshed.

Solution 2. In the process described in Section 3.2, when OBU; sends message
M, the sender cannot be authenticated, and RSU; does not verify the times-
tamp upon receiving Mj. As a result, the freshness of the message cannot be
ensured. To address this issue, a timestamp signing mechanism similar to the
previous solution can be incorporated. The detailed method is as follows.

OBU; selects a timestamp t; and applies a digital signature using its master
secret key msek,;, producing tsign; = t;+msek,;. It then constructs the message
M, = {PID;,t;,tsign;, RSU;} and transmits it to RSU;.

Upon receiving the message, RSU; verifies the freshness of the message
by checking the timestamp ¢; and then validates the signature by computing
A.tsign; = A.t; + mpub,;. Through this process, RSU; can resist replay attack,
OBU impersonation attack, and DoS attack.

Solution 3. In Section 3.2, RSU; generates the message {ho, A, C} and sends it
to OBU;. Upon receiving this message, OBU; decrypts it to obtain the token.
However, there is no procedure to verify the freshness of the message, and there
is a lack of validation to ensure that RSU; is the actual sender. This results
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in vulnerabilities to insider attack and table leakage attack. Additionally, since
there is no mechanism to confirm that the sender is a legitimate RSU, there is
a risk that OBU; might receive a manipulated token without detecting it. As a
result, the network becomes highly susceptible to severe security threats such as
sybil attack and eclipse attack. To mitigate this risk, a procedure for OBU; to
verify RSU; is necessary. The process is as follows:

First, RSU; generates the token p, then encrypts it using O BU;’s master pub-
lic key mpub,; to produce C = encrypt(p). Next, RSU; generates a timestamp
tjo and calculates the signature for the token as rsign; = Hi(p||t;2) + rsek;.
Then, RSU; sends {A,C,rsign;,tj2} to OBU;.

Upon receiving the message, O BU; first verifies the freshness of the message
using the timestamp t;o. Then, using its master secret key msek,;, OBU; de-
crypts C to obtain the token p. Afterward, to confirm that the token indeed came
from RSUj, the signature is verified using A.rsign; = A.H1(p||t;2) + rpub;. If
the signature verification is successful, OBU; can be confident that the token it
received is the latest token sent by RSUj, thus ensuring resistance against Sybil
and Eclipse attacks.

Figure 5 presents the HLPSL code incorporating the proposed solutions.
Solution 1 is applied in Transition 1 of the RSU, where an additional compo-
nent, {T'j1'} inv(PKr), is included in the broadcast message. Unlike the origi-
nal protocol, this addition enables the OBU to verify that the broadcast message
was indeed generated by the RSU. Solution 2 is implemented in Transition 3 of
the OBU. In contrast to the original protocol, the message sent to the RSU now
includes {T%'} inv(PK4). This modification allows the RSU to confirm that
the message was generated by the OBU. Solution 3 is applied in Transition 4
of the RSU. Unlike the original approach, this solution utilizes a timestamp and
a token to generate the signature {H(Tj2'.Token’)} inv(PKr) before trans-
mission. This ensures that the OBU can verify that both the message and the
token originated from the RSU. Figure 6 presents the AVISPA simulation results
for the HLPSL code incorporating these solutions. The results confirm that the
enhanced protocol is resistant to replay attacks and man-in-the-middle attacks.

6 Conclusion and future works

This study analyzes the security of VANET, a core infrastructure in smart city
traffic systems. To evaluate the security of the lattice-based authentication pro-
tocol proposed by Nath et al., both formal analysis using AVISPA and informal
logical analysis were conducted.

The analysis revealed that the protocol is vulnerable to various security
threats, including replay attacks, impersonation attacks, and insider attacks,
due to the lack of message freshness verification and absence of user authen-
tication. In particular, through AVISPA verification, the study analyzed and
validated how these vulnerabilities could be exploited in real attack scenarios.

To address these issues, this study proposes security improvements that
strengthen message freshness verification and user authentication to ensure se-
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role
role_TA(TA:agent,RSU:agent,OBU:agent, PKt:public_key, MPKi:public_k
ey,PKi:public_key,PKr:public_key,Key_set_TA_RSU:(symmetric_key)
set,Key_set_TA_OBU:(symmetric_key) set,SND,RCV:channel(dy))
played_by TA
def=

local

State:nat,Reali:text,PIDil:text, A:text, NN:text, MM:text,QQ:text,PIDi2:
text,Key_2:symmetric_key Key_1:symmetric_key
init

State :=0
transition

1. State=0 /\ RCV(start) =|> State"=1

N A =new() /\ QQ":=new() /\ NN":=new() /\ MM':=new()

/A Key_1=new() /\
Key_set_TA_RSU':=cons(Key_T',Key_set_TA_RSU)

/A SNDHMM'.NN".QQ" A" PKt} Key T)

/\ Reali":=new() /\ PIDi2":=new() /\ PIDiT:=new() /\ Key_2":=new()

/\ Key_set_TA_OBU":=cons(Key_2',Key_set_TA_OBU)

/\ SND{{MM'.NN".QQ".A". PKt.MPKi.PKi.PIDi1".PIDi2".Reali'}_Key_2")
end role

(a) TA’s role.

role
role_OBU(TA:agent,RSU:agent,0BU:agent, PKt:public_key, MPKi:publi
c_key,PKi:public_key,PKr:public_key,Key_set_TA_OBU:
(symmetric_key) set,SND,RCV:channel(dy))
played_by OBU
def=

local

State:nat,Reali:text,A:text, NN:text,Tj2,Tjl, MM:text, QQ:text,RSUj:text,
PIDil:text,Ti:text, PIDi2:text, Token:text,H:hash_func,Key_l:symmetric_
key
init
State:=0
transition
2. State=0 /\ in(Key_1",Key_set_TA_OBU)
J\ RCV({MM'.NN'.QQ". A" PKt. MPKi.PKi.PIDiT'.PIDi2".Reali'}_Key_1')
=|> State":=1
/\ Key_set_TA_OBU":=delete(Key_1',Key_set_TA_OBU)

3. State=1/\ RCV(Tj1".RSUj.PKr.{Tj1'}_inv(PKr)) =|> State":=2
/\ request(OBU,RSU,auth_1Tj1")

NTi=new()

J\ SND(Ti".PIDi1.PIDi2.RSUL{Ti'}_inv(PKi))

/\ witness(OBU,RSU,auth_2,Ti")

5, State=2 /\ RCV({H(Tj2". Token")}_inv(PKr).Tj2" {Token'}_MPKi) =|
> State':=3

/\ request(OBU,RSU,auth_3 Token')
end role

(c) OBU’s role.
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role
role_RSU(TA:agent,RSU:agent, 0BU:agent, PKt:public_key,MPKi:public
_key,PKi:public_key,PKr:public_key,Key_set_TA_RSU:(symmetric_key)
set,SND,RCV:channel(dy))
played_by RSU
def=

local

State:nat,QQ:text, MM:text, NN:text,A:text,Tj2,Tj1,RSUj:text,PIDil:text,
Ti:text,PIDi2:text,Token:text,H:hash_func,Key_1:symmetric_key
init
State:=0
transition
1. State=0 /\ in(Key_1",Key_set_TA_RSU)
A RCV{MM'.NN'.QQ A" PKt}_Key_1) =|> State":=1
N\ Key_set_TA_RSU"=delete(Key_1',Key_set_TA_RSU)

A Til:=new()
A\ SND(Tj1".RSU].PKr {Tj1'}_inv(PKr))
/\ witness(RSU,0BU,auth_1Tj1)

4. State=1 A RCV(Ti".PIDi1.PIDi2.RSUj.{Ti"}_inv(PKi)) =|> State":=2
N\ request(RSU,0BU,auth_2Ti")
A Tj2:=new()
N\ Token':=H(RSUj.PKr.Ti")
A\ SNDEH(Tj2' . Token")}_inv(PKr).Tj2' {Token'} MPKi)
N\ witness(RSU,0BU,auth_3Token’)
end role

(b) RSU’s role.

role
session(TA:agent,RSU:agent,0BU:agent,PKt: public_key, MPKi:public_k
ey, PKi:public_key,PKr:public_key,Key_set_TA_RSU:(symmetric_key)
set,Key_set_TA_OBU:(symmetric_key) set)
def=

local

SND3,RCV3,SND2,RCV2,SND1,RCVI:channel(dy)
composition

role OBU(TA,RSU,0BU,PKt,MPKi,PKi,PKr, Key set TA_OBU,SND3,RCV3
A

role_RSU(TA,RSU,0BU,PKt, MPKi, PKi,PKr, Key_set_TA_RSU,SND2,RCV2)
A

role_TA(TA,RSU,0BU,PKt, MPKi,PKi,PKr,Key set_TA_RSU,Key_set_TA_O
BU,SNDT,RCV1)

end role

role environment()
def=
const

pki:public_key,pkt:public_key,trust:agent,hash_0:hash_func,obu:agen
t,rsu:agent,mpki:public_key,pkr:public_key,auth_1:protocol_id,auth_2:
protocol_id,auth_3:pratocol_id
intruder_knowledge = {trust,rsu,obu, pkt,mpki,pki,pkr}
composition
session(trust,rsu,obu,pkt,mpki,pki,pkr,{},{})
end role

goal
authentication_on auth_1
authentication_on auth_2
authentication_on auth_3
end goal

environment()

(d) Session, Environment, and Goal.

Fig.5: HLPSL code reflecting the solutions
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Fig. 6: AVISPA execution results reflecting the solutions

cure authentication in the smart city VANET environment. AVISPA-based val-
idation confirmed that the proposed improvements effectively resolved existing
vulnerabilities and demonstrated security against major attacks. This demon-
strates the effectiveness of AVISPA verification in addressing security issues in
smart city VANET environments.

Future work will focus on optimizing the proposed authentication frame-
work for high mobility smart city environments to ensure faster and more secure
communication. Additionally, performance and security validation under vari-
ous network conditions will be conducted to develop a VANET authentication
framework that is practically applicable.
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