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Abstract. The resiliency of criminal networks against law enforcement
interventions has driven researchers to investigate methods of creat-
ing accurate simulated criminal networks. Despite these efforts, insights
reaching law enforcement agencies remain general and insufficient, war-
ranting a new approach. Therefore, we created CrimeSeen - an inter-
active visualization and simulation environment for exploring criminal
network dynamics using computational models. CrimeSeen empowers
law enforcement agencies with the possibility to independently test spe-
cific scenarios and identify the most effective disruption strategy be-
fore deploying it. CrimeSeen comprises of three components: Citadel,
a web-based network visualization and simulation tool serving as the
interface; the model, defining rules for criminal network dynamics over
time, with the Criminal Cocaine Replacement Model as the use-case
in this project; and the simulator, connecting the model and interface
and enhancing their functionality through transformations, triggers, and
statistics. CrimeSeen was evaluated with sequential usability testing, re-
vealing a positive trend in effectiveness and efficiency over time, with
mean scores exceeding 80%. However, user satisfaction did not signif-
icantly change and remained below the average for web applications,
prompting recommendations for future work.

Criminal Networks Human-Computer Interaction Graph Visualization
Simulation Interaction Collaboration Usability Testing Computational
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1 Introduction

Understanding criminal cocaine networks is challenging due to their secretive nature,
posing difficulties for law enforcement’s intervention efforts [1, 2]. Existing approaches
lack the tools necessary for effective interventions, particularly in identifying key fig-
ures like kingpins. Computational criminal network models offer promise in this regard,
yet their complex nature presents accessibility challenges for law enforcement person-
nel without specialized training [3]. Collaboration among law enforcement agencies and
stakeholders is essential for disrupting criminal networks, but integrating data from var-
ious sources is challenging due to privacy restrictions [3,4]. CrimeSeen addresses these
challenges by offering law enforcement accessible visualization and simulation tools
for evaluating intervention scenarios collaboratively. By bridging the gap between re-
searchers’ models and law enforcement, CrimeSeen enables independent, efficient, and
collaborative evaluation of intervention methods. Oetker et al. developed a comprehen-
sive criminal network model of the Netherlands, but privacy laws limit data sharing,
hindering the model’s effectiveness [3,4]. CrimeSeen aims to overcome these limita-
tions by providing law enforcement with a platform to input real data and explore in-
tervention scenarios independently. CrimeSeen, short for CRiminal Investigation and
Modelling Environment for Scenario testing and Evaluation using Exploratory in-
teractive Network visualization, empowers law enforcement to evaluate intervention
strategies effectively [3,4]. It facilitates the visualization of different scenarios, helping
domain experts identify the most effective interventions. Moreover, CrimeSeen fosters
collaboration between researchers and law enforcement by providing a platform for
independent and collaborative evaluation of intervention methods.

2 Background and Related Work

This project spans three critical research areas: criminal networks, Human-Computer
Interaction (HCI), and usability testing. Criminal network research, particularly fo-
cused on drug networks in the Netherlands, is crucial for law enforcement to plan and
execute interventions effectively, emphasizing the need for new disruption strategies
[5,6]. Criminal Network Theory (CNT) and Social Network Analysis (SNA) provide
insights, but specific strategies must be tailored to the network structure to combat
organized crime effectively [7]. In HCI, the design, evaluation, and implementation of
interactive computing systems for human use are paramount, ensuring that regard-
less of system sophistication, usability requirements are met through iterative user-
inclusive design processes [8,9]. Usability testing, a common method for evaluating
interactive systems, measures users’ ability to efficiently accomplish goals, influencing
their experience and future system usage [10]. To assess outcomes, metrics related to
users’ performance and usability experience are defined, drawing from established tasks
in interactive visualization and network analysis within the criminal network context
[11-14].

Metrics Usability is measured across three dimensions [15]: effectiveness, efficiency,
and satisfaction. Effectiveness pertains to users’ ability to successfully complete tasks
with the system [15], [16]. Efficiency quantifies the resources expended by users to com-
plete tasks, whether absolutely in time units or relatively as a percentage of total task
time spent [15]. Both dimensions necessitate well-defined task specifications for mea-
surement. User satisfaction with a system is assessed via standardized questionnaires
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like the System Usability Scale (sus), providing a usability score between 0 and 100,
requiring both qualitative and quantitative measures, encompassing issues from task
completion to navigation [17-21].

Collaborative and Interactive Visualization Collaborative visualization, a
facet of Computer-Supported Cooperative Work (cscw), enhances collaboration among
participants by employing shared visualizations, crucial for addressing complex prob-
lems requiring input from multiple individuals and levels of engagement [22, 23]. Inter-
active systems offer greater insight and visualization possibilities compared to static
visualizations, addressing challenges like cluttering and scalability in network visual-
ization [12]. However, current network visualization applications lack specialized in-
terventions for law enforcement, necessitating an integrated system providing direct
accessibility of criminal network models to law enforcement agencies [24].

CrimeSeen
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Fig. 1. The three main components of CrimeSeen, including their interactions in run-
ning a simulation. Citadel is further specified in the session containing the graph state
and the client containing the visualization of the graph.

3 System Requirements

To attain direct accessibility to criminal network models, the created system has to
meet several requirements. These requirements are further specified by domain experts
through semi-structured interviews. CrimeSeen aims to provide: general accessibility
(easy and intuitive usage, no specific skills or programming expertise required); col-
laboration (facilitating collaboration among multiple parties, viewing, and sharing in-
formation); network analysis (support for all analysis tasks, including SNA techniques
for criminal networks, and basic graph analysis tasks); and high level of usability (en-
suring adoption by law enforcement, enjoyable user experience, intuitive access to all
functionalities).

4 CrimeSeen

CrimeSeen consists of three key components: the interface, the model, and the simulator
(Figure 1). The interface relies on Citadel, enabling easy model interaction without
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coding and enhancing accessibility for law enforcement [25]. Adaptations to Citadel,
such as global variables, improve analytical capabilities and model integration [25].
The simulator facilitates compatibility with Citadel, using the ccrm as a demonstration,
with a stateless step function approach ensuring system integrity and adaptability [26].
The model, exemplified by the ccrm, is crucial for scenario testing and must adhere to
specific conditions for proper execution within CrimeSeen [27, 26].

Usage Scenario In CrimeSeen, law enforcement can execute intervention strategies
tailored to the Criminal Cocaine Replacement Model (CCRM), aimed at disrupting
criminal cocaine networks effectively [26]. Users initiate sessions and connect to the
simulator, selecting either pre-existing networks or custom graphs compatible with the
simulator and model requirements [26]. Once sessions are established, users explore in-
tervention scenarios, guided by instructions within CrimeSeen [26]. The CCRM offers
intervention methods such as automated or manual kingpin removal, targeting cen-
tral criminals based on centrality metrics like in-degree, out-degree, betweenness, or
closeness centrality [26]. After kingpin removal, CrimeSeen allows users to influence
new kingpin selection by designating an agent as a "Kingpin Candidate," potentially
proposing replacements to conclave members [26]. Through experimenting with these
strategies, law enforcement assesses their effectiveness in disrupting criminal networks
and identifies key nodes for removal [26].

5 Evaluation

We conducted three sequential usability testing sessions for CrimeSeen to gather feed-
back and enhance the tool. These sessions, supervised and conducted in a controlled
environment, lasted about an hour each, with participants using personal laptops for
familiarity. Participants from diverse backgrounds were recruited to evaluate accessi-
bility, while tasks were designed to assess CrimeSeen’s analysis capabilities and overall
usability [28].

Experimental Setup Participants engaged in an experimental setup involving a
Qualtrics questionnaire with detailed instructions and sections covering network tasks,
simulation running, demographics, and usability assessment. The questionnaire aimed
to achieve specific goals, such as testing network understanding, gathering feedback
on simulation dynamics, and evaluating usability through the SUS and open-ended
feedback [15].

Outcome Metrics To evaluate usability, the metrics of interest are: effectiveness,
efficiency and satisfaction [15]. Effectiveness was measured as the percentage of the
questions answered correctly. The formula used for the computation of the percentage
score for the effectiveness of a participant was:

Ef fectiveness(j) = % Z w -100 (1)

=1

where i is the task index, j the index of the sessions participant, n the total number
of sub-questions, [ the number of sub-questions the task has and N the number of
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main tasks participants were given. Since we did not define a desired speed for task
completion time, we use relative efficiency, which is measured per participant using the
following formula:

N
Dicy Mgty
N
Zi:1 Lij
where j is the index of the participant, 7 is the task index, N the number of tasks (11),
n;; the score of task ¢ by participant j and ¢;; the time spent on task ¢ by participant
j-

RelativeE f ficiency(j) = (2)

Satisfaction was assessed using the System Usability Scale (sus [15,18]. To tailor
the sus for our evaluation, minor adjustments were made to the questionnaire, detailed
in A.9. The SUS score is determined by the sum of the answer scores from 0 to 4 where
for the odd questions the score increases the more the user agreed with it and for even
questions the score increases the more the user disagreed with it.

10

SUSscore = Zsc(i) .25 3)
i=1
where:
N\ (score — 1 Zfl mod 2 ;ﬁ 0
sc(i) = { 5 — @score 1 fi mod 2 =0 (4)

Here, ¢score is the score for the question taken from the response’s position on the
Likert-scale from left (1) to right (5).

6 Results

The analysis of the results of the usability testing involving 32 participants focuses on
the development of outcome metrics between test sessions, and the impact of collabo-
ration and interaction test settings on these metrics.

Usability Results from Table 1 show effectiveness, relative efficiency, and satisfaction
evolution across test sessions. Effectiveness notably improves from below 50% to over
80%, with reduced score range. Relative efficiency improves between first and second
sessions but less between second and third. Satisfaction scores vary across sessions
without clear trend. Kruskal-Wallis H test confirms effectiveness and relative efficiency
increases but not satisfaction. Kendall’s test reveals strong relationships, especially
between effectiveness and relative efficiency. Total time spent correlates strongly with
task time and outcome metrics, increasing across sessions [28].

Task Analysis Analyzing task performance across sessions, we focused on comple-
tion time and effectiveness (Figure 3) [28]. Task completion times varied significantly,
reflecting differences in complexity (for an overview of the tasks, refer to A.8 in Supple-
mentary Materials). For instance, task N4 displayed decreased completion time across
sessions, indicating improved efficiency likely due to enhanced familiarity and improved
system usability. Concurrently, task effectiveness demonstrated a positive trend, with
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Table 1. The result of the Kruskal-Wallis H test for comparing the effectiveness, rel-
ative efficiency and satisfaction value per testing session. The H-statistics are shown
including their p-value between brackets and significance indicated with *a < 0.05,
**o < 0.01, ***a < 0.001.

All Sessions Session 1 and 2 Session 1 and 3 Session 2 and 3
Effectiveness 20.7 (0.0)***  9.61 (0.002)**  15.66 (0.000)*** 6.29 (0.012)*
Relative Efficiency 16.91 (0.000)*** 11.57 (0.001)*** 13.15 (0.000)*** 0.73 (0.391)
Satisfaction 3.6 (0.166) 3.31 (0.069) 1.58 (0.209) 0.58 (0.448)
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Fig. 2. The time spent in minutes on each task across sessions.
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Fig. 3. The effectiveness percentages for each task across sessions. The dotted line
represents a threshold for comparison with the industry standard which has a task com-
pletion rate of 78%.

an increasing percentage of participants completing tasks correctly over sessions, as
evident in Figure 3. While some tasks, like N1 and S2, consistently showed high com-
pletion rates, others, like S7, remained below the industry standard even in the final
session.

Collaboration and Interaction Figure 2 shows lower outcome metric scores in
the "with collaboration" setting compared to "without collaboration". Weak negative
correlations between group participation and efficiency, satisfaction, and effectiveness
were observed. Participants in groups tended to spend moderately more time on tasks
and questionnaires, with no significant differences in medians between groups [28].

7 Discussion

Sequential usability testing showed improvements in effectiveness and efficiency across
sessions, while user satisfaction remained relatively stable (Figure 2). Task completion
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Table 2. The result of the Kruskal-Wallis H test for comparing the effectiveness, rela-
tive efficiency and satisfaction value for the collaboration and interaction test setting.
The H-statistics are shown including their p-value between brackets and if applicable,
significance is indicated with *a < 0.05, **a < 0.01, ***a < 0.001.

Collaboration Interaction

Effectiveness 0.13 (0.718) 0.72 (0.396)
Relative Efficiency 0.69 (0.403) 0.01 (0.940)
Satisfaction 1.62 (0.203) 0.39 (0.533)

rates were generally high, though some tasks proved challenging, indicating potential
overestimation of difficulty. Usability issues persisted, highlighting CrimeSeen’s ongoing
development stage and the need for further enhancements. Participant demographics
had minimal impact on outcomes, suggesting consistency in CrimeSeen’s performance
across users and devices (for an overview of the participants’ demographics, see Figure
S3 in the Supplementary Materials).

Collaboration and Interaction The results from both collaborative and interac-
tion settings showed no significant differences among specific test groups, as evident in
2. This unexpected finding may be due to small group sizes and the distribution of these
settings across sessions, limiting the detection of significant effects. Additionally, the
implementation of these settings may have influenced the outcomes, with participants
primarily working individually despite the collaborative setting, leading to challenges
in task coordination and differing time perspectives.

Limitations The interaction setting solely involved engagement with the simulation,
providing participants with similar test conditions until the simulation phase. This
minimal influence may explain the lack of significant results, influenced by resource
constraints and the absence of law enforcement end users. However, diverse participants
effectively utilized the system.

8 Conclusion

CrimeSeen integrates the CCRM model into Citadel, providing law enforcement with
a comprehensive network visualization and simulation tool. Through iterative evalua-
tions, we identified usability issues and desired features, informing future developments
focused on scalability, security, and statistical significance. As a prototype, CrimeSeen
requires further development before deployment in law enforcement, with ongoing ef-
forts aimed at refining and enhancing its capabilities. Ultimately, CrimeSeen enables
independent simulation of disruption strategies and optimizes resource allocation for
more effective interventions.
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